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POPULATE THE CUSTOMER'S
ASSIGNED SSL VPN 11808
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ONCE CONNECTED, AN SSL VPN CONF IRMATION
CLIENT ICON WILL BE DISPLAYED
IN THE SYSTEM TRAY
<i11880 11804
A

SSL VPN
CLIENT

| DISCONNECT FROM
SSL VPN CLIENT

11822
\\\

THIS IS A MANUAL PROCESS, RIGHT Y
CLICK ON THE SSL VPN CLIENT ICON ( END )
AND SELECT THE DISCONNECT OPTION

Fig. 118



US 9,479,394 B2

Sheet 166 of 180

Oct. 25, 2016

U.S. Patent

QNN .m~r.”~ \loom:

*5u011d0 J3Y10 PUD S}I0I3P MIIA 01 JA0QD 321A3p 4o dnoub ‘mos v 13313%

:pa12313%

s321A3g 1021 sAyy

401106 2-920wap Qz0uap 2un_Adad Nw-4Ado) vw-34nb1 juoj

7®®®®®®
\ osa

L X
M ~— 20611 oua
D D “++193uv0] NdA ()| **43AU3S HuD}g 31034) @ T UBAISS 810347 @ +e+dnosg 210347 % + Moy 38&@
\ MIORTN | 532143 [sa3umosay
#0061 _..\ l]iiiiia1a1ep 1ou op - 1udunuiAu 153 5 BA10Y | ow syuauuoLIAEg AR
~ 1np cm_m_ T:mx_ “ _Ezouo< \:.; T:mscatéu_ - Jasp) ouag 49143211 JU]




U.S. Patent Oct. 25, 2016 Sheet 167 of 180 US 9,479,394 B2
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&) Terremark Enterprise Cloud

Login
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USERNAME : ] |

PASSWORD: | |
Login

Fig. 120
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Cancel
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12400 —~\\\
///~12408

RECEIVE AND AUTHENTICATE
A FIRST LOGIN TO
VIRTUALIZATION CONTROL SYSTEM

12404
/-

RECEIVE SELECTION OF A
VIRTUAL PRIVATE NETWORK
CONNECT OPTION

12406
/-

AUTOMATICALLY POPULATE
A USERNAME AND PASSWORD
BASED ON FIRST LOGIN
AND INITIALIZE CONNECTION

Fig. 124
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Resetier

Branding | Customers

|Dashb00rd | Appearance | Email Templates |

|Account Registrationl | From suppor t@ecloudsetler.con

J
/]
| Account Reset | [Subject )

|Admgn Invitation | You have been added as an administrator user to the|

ecloudreseller web application. Click on the tink i
to complete the user registration process. Once you
registered, you will be able to login and grant acc
additional users. If you have any questions or prob
please call you account contact. Thank you.

| Body Oear User,

|
| Administrator lavitation | i
|
|

eCloudresel ter Application User Registrolion-lnvitul

To complete the registration process follow the ste:

Step s Click the REGISTRATION LINK below:

| Registration Link |

MATCH TO FIG.129B

Step 2: Enter the REGISTRATION TOKEN below o0 the |
Registration Validation Page: ;
REGISTRATION TOKEN: |

| Registration Token |

Step 3: Finish the required information on the Regi,
Form and Click on Register Button, i

If you have any questions or problems, contact us 0]
suppor t@ecloudresel ler.com or [-800-000-0000 (Toll:

Sincerely, eCloud Reseller Service Administrator !

|
|
n—" Fig. 1294 |
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Ilems.

< Required
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_ MATCH T0 FIG.129A

slrut:on

Free)

[] Preview with administrator invitation

To: emoil@dongin.con

Frome  suppor t@ecloudresel ler.com
Subject: eCloudreselier Application User
Registration - [avitation

Dear User,

You have been added as an adninistrator user to

the ecloudreseller web opplication. Click on the link
below to complete the user registration process.

Once you are registered, you witl be oble to togin
and grant access to additional users. If you have

any questions or problems, please call your

account contact. [hank you.

To complete the registration process follow the
steps below:

Step 1: Click the REGISIRATION LINK below.
hitp://ecloudresel ler ,con/Regisirat ion.aspx

Step 2: Enter the REGISTRATION TOKEN below on
the Registrotion Validation Page.

REGISTRATION TOKEN: o o o e ok ok _ sk s sk sk _ ok ok e e o _
L

Step 3: Finish the required information on the
Registration Form and Click on Register Butten.

If you have any questions or problems, contact us
at suppor i@ecloudreseller.cen or {-800-000-0000
(Toll Free)

Sincerely,
e(toud Reseller Service Adminisirator

Fig. 1298
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13204
//,
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13206
! [
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SERVICE

l //,13208

RECEIVE CUSTOMER REQUEST
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SYSTEM AND METHOD FOR CUSTOMER
PROVISIONING IN A UTILITY COMPUTING
PLATFORM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 12/957,768, filed Dec. 1, 2010, entitled “Sys-
tem and Method for Customer Provisioning in a Utility
Computing Platform;” which is a continuation of U.S. patent
application Ser. No. 12/829,877, filed on Jul. 2, 2010,
entitled “System and Method for Customer Provisioning in
a Utility Computing Platform;” which is a continuation-in-
part of U.S. patent application Ser. No. 12/468,525 filed on
May 19, 2009, entitled “System and Method for Customer
Provisioning in a Utility Computing Platform;” which
claims priority to U.S. Provisional Application No. 61/054,
576, filed May 20, 2008.

U.S. patent application Ser. No. 12/829,877 claims prior-
ity to: U.S. Provisional Application No. 61/223,208, filed
Jul. 6, 2009, entitled “System and Method for Customer
Provisioning in a Utility Computing Platform;” U.S. Provi-
sional Application No. 61/247,277, filed Sep. 30, 2009,
entitled “System and Method for Customer Provisioning in
a Utility Computing Platform;” U.S. Provisional Application
No. 61/285,666, filed Dec. 11, 2009, entitled “System and
Method for Customer Provisioning in a Utility Computing
Platform;” U.S. Provisional Application No. 61/313,336,
filed Mar. 12, 2010, entitled “System and Method for
Customer Provisioning in a Utility Computing Platform;”
and U.S. Provisional Application No. 61/328,456, filed Apr.
27, 2010, entitled “System and Method for Customer Pro-
visioning in a Utility Computing Platform.” All of these
documents are herein incorporated by reference in their
entirety.

BACKGROUND

The technology described in this patent application is
generally directed to computer-implemented systems and
processes for provisioning and managing one or more cus-
tomer virtual data centers within a utility computing plat-
form. A utility computing platform may include one or more
physical data centers each comprising processor, storage and
network infrastructure that may be shared by a plurality of
customers. Such utility computing platforms may include a
variety of managed hosting or co-location computing plat-
forms that are presently known in the art. These platforms
may provide virtual resource capabilities for the plurality of
customers by employing a virtualization control system that
abstracts and granularizes the processor, storage and net-
work hardware into virtual resources that may be allocated
by a system administrator in order to provide each customer
with a virtual data center.

FIG. 1, for example, is a system diagram 10 of a known
managed hosting computer platform including a virtualiza-
tion control system 20. The platform 12 includes storage
infrastructure 14, server infrastructure 16 and network infra-
structure 18. This infrastructure is controlled and managed
by the virtualization control system 20, which may be, for
example, the Virtual Center Management Server from
VMWare, or any other type of system for virtualizing the
storage, server and network infrastructure resources. The
virtualization control system 20 is configured and managed
by a system administrator 30, which is typically associated
with the owner/operator of the managed hosting computer
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platform 12. One common use of such a managed hosting
computer platform is for hosting customer web sites. Web
browsers 28 access a customer’s hosted web site via the
Internet 24, which connects to the managed hosting platform
10 via one or more connections 22 to the network infra-
structure 18. Customer systems 26 may also access and
control the application environment of their virtual resources
through an Internet connection, and may also have access to
a system viewing component of the system 12 that enables
the customer to view the configuration of their virtual
resources hosted by the managed hosting platform 12. If the
customer is interested in creating, modifying or upgrading
their virtual resources at the managed hosting platform, then
the customer typically contacts the system administrator 30,
by phone, email or other form of communication, and makes
a request to the system administrator 30. The system admin-
istrator 30 then interacts with the virtualization control
system 20 in order to configure or reconfigure the custom-
er’s virtual resources to match their request, typically by
adding one or more virtual servers to the resource pool
dedicated to a particular customer. This process can take
several days, or longer, however, depending on the workload
of'the system administrator and the efficiency with which the
managed hosting platform 12 is operated in terms of hard-
ware setup and provisioning.

SUMMARY

Systems and methods are provided herein for provision-
ing virtual servers in a virtual environment having a virtu-
alization control system coupled to a physical server, disk
drive, and networking resources, where the virtualization
control system is configured to partition the physical
resources into virtual resources including virtual processor,
memory, and storage resources. An identification of an
operating system, a server name, a number of processors, a
memory amount, and a disk storage amount may be
received. An identification of a network on which a virtual
server is to reside also may be received. The virtual server
may be provisioned by provisioning a number of physical
processors, an amount of physical memory, and an amount
of physical storage resources based on the identified number
of processors, the identified memory amount, and the iden-
tified disk storage amount. The provisioned virtual server
may be deployed and resource usage of the virtual environ-
ment containing the virtual server may be monitored.
Resource usage of virtual servers exceeding processing
resources, memory amount, or disk storage amount allocated
to the virtual environment may be detected, and whether
burst resource usage mode is enabled for the virtual envi-
ronment may be determined. Additional resources for the
virtual servers in the virtual environment may be provi-
sioned if burst resource usage mode is enabled for the virtual
environment.

As another example, a computer-implemented system and
method for provisioning virtual servers in a virtual environ-
ment having a virtualization control system coupled to a
physical server, disk drive, and networking resources, where
the virtualization control system is configured to partition
the physical resources into virtual resources including vir-
tual processor, memory, and storage resources, may receive
an identification of an operating system, a server name, a
number of processors, a memory amount, and a disk storage
amount. An identification of a network on which the virtual
server is to reside also may be received. A virtual server may
be provisioned by provisioning a number of processors, an
amount of memory, and an amount of storage resources
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based on the identified number of processors, the identified
memory amount, and the identified disk storage amount, and
the provisioned virtual server may be deployed.

As a further example, a computer implemented method
for provisioning resources for virtual servers in a virtual
environment having a virtualization control system coupled
to a physical server, disk drive, and networking resources,
where the virtualization control system is configured to
partition the physical resources into virtual resources includ-
ing virtual processor, memory, and disk storage resources
may provision the virtual servers according to a requested
number of processors, memory amount, and disk storage
amount. Resource usage of the virtual servers may be
monitored. Resource usage of the virtual servers exceeding
processing resources, memory amount, or disk storage
amount for the virtual environment may be detected. A
determination as to whether burst resource usage mode is
enabled for the virtual environment may be made, and
additional resources for the virtual servers may be provi-
sioned if burst resource usage mode is enabled for the virtual
environment.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a system diagram of a known managed hosting
computer platform including a virtualization control system;

FIG. 2 is a system diagram of an exemplary customer
provisioned utility computing platform;

FIG. 3 is software architecture diagram of the exemplary
customer provisioned utility computing platform shown in
FIG. 2,

FIG. 3A is an exemplary extended system architecture
diagram showing a customer virtual data center partitioned
into multiple customer environments through the use of a
customer provisioning interface module;

FIG. 4A is an exemplary flow diagram depicting a method
for adding a new customer environment to a customer
provisioned utility computing platform;

FIG. 4B is an exemplary flow diagram depicting a method
for upgrading an existing customer environment in a cus-
tomer provisioned utility computing platform;

FIGS. 5A-5E depict graphical user interface screens of an
exemplary administration console for creating a customer
environment;

FIGS. 6 A-6D depict graphical user interface screens of an
exemplary administration console for adding a network
connection to a customer environment;

FIGS. 7A-7C depict graphical user interface screens of an
exemplary administration console for upgrading a customer
environment;

FIGS. 8A-8B depict graphical user interface screens of an
exemplary customer provisioning console for enabling a
customer administrator to grant access to the customer’s
environments by a system administrator of the customer
provisioned utility computing platform;

FIG. 9 depicts a graphical use interface screen of an
exemplary administration console providing a system
administrator access to customer environments through a
customer provisioning console;

FIG. 10 depicts a graphical user interface screen of an
exemplary administration console for inviting a customer
contact to become a customer virtual system administrator;

FIG. 11A is an exemplary flow diagram depicting a
method for selecting a customer environment in a customer
provisioned utility computing platform;
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FIG. 11B is an exemplary flow diagram depicting a
method for viewing and analyzing customer processor and
memory resources associated with one or more customer
environments;

FIG. 11C is an exemplary flow diagram depicting a
method for viewing and analyzing customer storage
resources associated with one or more customer environ-
ments;

FIG. 11D is an exemplary flow diagram depicting a
method for creating a virtual server within a customer
environment of a customer provisioned utility computing
platform;

FIG. 12 depicts a graphical user interface screen of an
exemplary customer provisioning console for logging into
the customer provisioned utility computing platform;

FIG. 13 depicts a graphical user interface screen of an
exemplary customer provisioning console for selecting an
environment;

FIG. 14 depicts a graphical user interface screen of an
exemplary customer provisioning console for viewing the
virtual resources associated with a selected customer envi-
ronment;

FIG. 15 depicts a graphical user interface screen of an
exemplary customer provisioning console for viewing pro-
cessor trend data associated with a selected customer envi-
ronment;

FIG. 16 depicts a graphical user interface screen of an
exemplary customer provisioning console for viewing
memory trend data associated with a selected customer
environment;

FIG. 17 depicts a graphical user interface screen of an
exemplary customer provisioning console for viewing stor-
age detail data associated with a selected customer environ-
ment;

FIGS. 18A-18B depict graphical user interface screens of
the exemplary customer provisioning console for viewing
virtual servers within a customer environment;

FIGS. 19A-19E depict graphical user interface screens of
the exemplary customer provisioning console for creating
rows and groups of virtual servers;

FIGS. 20A-207J depict graphical user interface screens of
the exemplary customer provisioning console for creating a
new server within a customer environment;

FIG. 21 depicts a graphical user interface screen of the
exemplary customer provisioning console for connecting to
a virtual server;

FIG. 22 depicts a graphical user interface screen of the
exemplary customer provisioning console showing an open
connection to a virtual server;

FIG. 23 depicts a graphical user interface screen of the
exemplary customer provisioning console for selecting a
virtual server group task;

FIG. 24 depicts a graphical user interface screen of the
exemplary customer provisioning console for selecting a
virtual server row task;

FIG. 25 depicts a graphical user interface screen of the
exemplary customer provisioning console for configuring
the processor, memory and network connectivity of a virtual
server;

FIG. 26 depicts a graphical user interface screen of the
exemplary customer provisioning console for configuring
the disk storage resource of a virtual server;

FIG. 27 depicts a graphical user interface screen of the
exemplary customer provisioning console for viewing cus-
tomer transaction history;
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FIG. 28 depicts a graphical user interface screen of the
exemplary customer provisioning console for viewing cus-
tomer settings;

FIG. 29 depicts a graphical user interface screen of the
exemplary customer provisioning console for viewing
authorized customer users of the customer provisioned util-
ity computing platform;

FIG. 30A is an exemplary flow diagram depicting a
method for adding a virtualization control system to a
customer provisioned utility computing platform;

FIG. 30B is an exemplary flow diagram depicting a
method for adding computing clusters to a virtualization
control system in a customer provisioned utility computing
platform;

FIG. 30C is an exemplary flow diagram depicting a
method for managing resource templates in a customer
provisioned utility computing platform;

FIG. 31 depicts a graphical user interface screen of an
exemplary administration console for adding a virtualization
control system to the customer provisioned utility comput-
ing platform;

FIGS. 32A-32B depict graphical user interface screens of
an exemplary administration console for provisioning a
computing cluster;

FIG. 33 depicts a graphical user interface screen of an
exemplary administration console for managing resource
templates;

FIGS. 34A-34D depict graphical user interface screens of
an exemplary administration console for performing various
system administration tasks.

FIG. 35 depicts a graphical user interface screen of an
exemplary customer provisioning console for selecting and
provisioning network resources associated with a selected
customer environment;

FIGS. 36 A-36B depict graphical user interface screens for
creating an Internet service;

FIG. 37 depicts a graphical user interface screen of an
exemplary customer provisioning console for selecting an
Internet service and creating a node service;

FIG. 38 is an exemplary flow diagram for creating an
Internet service;

FIGS. 39A-39B depict graphical user interface screens for
creating a node service;

FIG. 40 is an exemplary flow diagram for creating a node
service;

FIGS. 41 A-41B depict graphical user interface screens for
checking an environment IP address usage;

FIG. 42 is an exemplary flow diagram for displaying an
environment IP address usage;

FIG. 43 depicts a graphical user interface screen of an
exemplary customer provisioning console for displaying and
provisioning security services;

FIGS. 44A-44D depict graphical user interface screens
for setting a firewall allow rule;

FIGS. 45A, 45B, 46, and 47 describe an exemplary flow
diagram for setting a firewall allow rule;

FIGS. 48 A-48C depict graphical user interface screens for
setting a firewall deny rule;

FIG. 49 is an exemplary flow diagram for setting a
firewall deny rule;

FIG. 50 depicts a graphical user interface screen for
setting a firewall log server location;

FIG. 51 is an example flow diagram for performing ISO
image mounting;

FIGS. 52-57 depict graphical user interface screens for
ISO mounting;
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FIG. 58 is an example flow diagram for creating a blank
server;

FIGS. 59 and 60 depict graphical user interface screens
for creating a blank server;

FIGS. 61A and 61B are an example flow diagram for
copying a server;

FIGS. 62-66 depict graphical user interface screens for
copying a server;

FIG. 67 is an example flow diagram for performing
role-based security;

FIGS. 68-70 depict graphical user interface screens for
performing role-based security;

FIG. 71 is a block diagram depicting a computer-imple-
mented system for providing resource capacity on demand
to user applications;

FIG. 72 is a flow diagram depicting the allocation of burst
mode resources to a virtual environment;

FIG. 73 is a flow diagram depicting the allocation of burst
mode resources to a virtual environment including a check
to see if burst mode is enabled;

FIG. 74 is a block diagram depicting an example random
access memory allocation of a resource pool.

FIG. 75 is a flow diagram depicting the enabling of
capacity on demand capabilities;

FIG. 76 is a flow diagram depicting the disabling of
capacity on demand capabilities;

FIG. 77 is a configuration page provided to a user having
an administrative level of access;

FIGS. 78-85 are example user interfaces for viewing the
status of a virtual environment and for enabling or disabling
burst modes for the virtual environment;

FIG. 86 is a flow diagram depicting an example process
for maintaining audit records of actions taken related to a
virtual environment;

FIG. 87 is a screenshot depicting an example user login
audit log;

FIG. 88 is a screenshot depicting an example general task
log;

FIG. 89 is a screenshot depicting a device task log;

FIGS. 90A and 90B are a flow diagram depicting an
example process for providing quotes and other financial
data to a user in an appropriate currency for that user;

FIGS. 91A and 91B are a screenshot of an example
display for inputting data for a new organization;

FIG. 92 is a screenshot depicting a display for generating
a price quote for an organization;

FIG. 93 depicts a screenshot for an example display for
creating a product container and adding components;

FIG. 94 depicts a price list used to update a generated
quote based on components added to a virtual environment;

FIG. 95 is a screenshot depicting a confirmation screen
displayed to a user prior to the user enabling burst process-
mg;

FIG. 96 is a screenshot depicting a dialog for creating a
new server;

FIG. 97 is a screenshot depicting a billing summary,
wherein the costs depicted are displayed in the preferred
currency of the user or organization;

FIG. 98 is a flow diagram depicting a process for incor-
porating a physical device into an environment containing
one or more virtual servers;

FIGS. 99-108 depict graphical user interfaces for incor-
porating a physical device into a virtual server supporting
environment;

FIG. 109 depicts a computer-implemented method of
incorporating a physical device into an environment con-
taining one or more virtual servers associated with a physi-
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cal server, disk drive, and networking resources via a
virtualization control system that partitions physical
resources into virtual resources including a virtual processor,
memory, and storage resources.

FIG. 110 is a block diagram depicting an apparatus for
managing an environment containing one or more virtual
servers associated with a physical server, disk drive, and
networking resources via a virtualization control system that
partitions physical resources into virtual resources including
a virtual processor, memory and storage resources;

FIGS. 111A and 111B are a flow diagram depicting a
process of creating a virtual server using a template;

FIGS. 112-116 depict graphical user interfaces for gen-
erating a logical template and associating the logical tem-
plate with one or more physical templates;

FIG. 117 is a flow diagram depicting a computer-imple-
mented method of creating a virtual server using a template,
where the virtual server is associated with a physical server,
disk drive, and networking resources via a virtualization
control system that partitions physical resources into virtual
resources including a virtual processor, memory, and storage
resources.

FIG. 118 is a flow diagram depicting a computer-imple-
mented method of providing access to a virtual server
through a virtualization control system;

FIGS. 119-123 are graphical user interfaces for facilitat-
ing providing access to a virtual server through a virtual-
ization control system;

FIG. 124 is a flow diagram depicting a computer-imple-
mented method of providing access to a virtual server
through a virtualization control system interface associated
with a virtualization control system that partitions physical
resources into virtual resources including a virtual processor,
memory, and storage resources for a virtual server;

FIGS. 125A and 125B are a flow diagram depicting a
computer-implemented method of branding a virtual envi-
ronment generation service provided by a first entity to
appear to be provided by a second entity;

FIGS. 126-131 are graphical user interfaces for facilitat-
ing virtualization control system branding and example user
interfaces that can be provided to customers of a reseller
after branding customization; and

FIG. 132 is a flow diagram depicting a computer-imple-
mented method of branding a virtual environment genera-
tion service provided by a first entity to appear to be
provided by a second entity, where the virtual environment
generation provides a virtual server enabled by a virtualiza-
tion control system that partitions physical resources into
virtual resources including a virtual processor, memory, and
storage resources.

DETAILED DESCRIPTION

FIG. 2 is a system diagram 40 of an exemplary customer
provisioned utility computing platform. The system 40
includes a Web Farm 54, Application Servers 42, configu-
ration management databases (CMDB) 52A, 52B and a
virtualization control system 44 coupled to a plurality of
virtual server resources 46 and also coupled to a virtualiza-
tion control system database 48.

Operationally, customers of the system access the cus-
tomer provisioning utility computing platform 40 using a
web browser that communicates via the Internet to a web
server in the Web Farm 54, which in turn is coupled to one
of'the application servers 42 via a secure connection 56. The
application servers 42, in combination with the web servers
54, enable the software applications (as further detailed in
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the remaining drawing figures) to create, manage and pro-
vision their own virtual data center resources, including the
creation and provisioning of virtual server resources 54. The
application servers 42 are, in turn, coupled to and commu-
nicate with the virtualization control system 44 via a secure
SSL port 50. Customer resource and configuration data,
resource catalog information, quotation information, and
other data necessary to enable the customers to self-provi-
sion their virtual data center resources are stored in the
configuration management database 52, which in turn is
coupled to the virtualization control system database 48.

FIG. 3 is software architecture diagram 60 of the exem-
plary customer provisioned utility computing platform
shown in FIG. 2. The software system includes a presenta-
tion layer comprising a customer provisioning console 62A
and an administration console 62B, a functional application
layer 64 comprising business layer components 64A asso-
ciated with the customer provisioning console 62A and
virtual center services components 64B associated with the
administration console 62B. Also shown in FIG. 3 is a data
access layer 66 coupling the functional application layer
components 64 to database servers 52 and to the virtualiza-
tion control system 68. The data access layer 66 includes
data access components 66A, which enable the business
layer components 64A to communicate with the configura-
tion management database 52, and virtual center compo-
nents 668, which enable the virtual center services compo-
nents 64B to communicate with the virtualization control
system 68. The virtual center components 668 include web
service calls, virtual center SDK/API interfaces and API
wrappers that are associated with the particular virtualiza-
tion control system 68, and which enable the business layer
components 64A and the virtual center services components
64B to interface with and control the virtualization control
system 68.

The presentation, functional application and data access
layers 62, 64 and 66 are preferably programmed using a
variety of known programming tools, such as ASP.net/
Ajax.net 76, Web ServicessWCF 78, and .Net Framework
3.5 74. Other programming tools may be used, as necessary,
to enable the functionality and graphical user interface of the
software technology described herein.

The business layer components 64A shown in FIG. 3, and
described in more detail functionally and graphically below,
enable the customers to create, provision and analyze their
own virtual data center resources through the data access
layers 66 and database integration with the virtualization
control system 68. These components 64A provide resource
trending, billing summary, user accounts, software license
tracking, server management, DNS management, remote
console, secure registration, automated firewall management
and automated network provisioning functions through the
customer console presentation layer 62, which is accessible
to the customer via a standard web browser application.

The virtual center services components 64B shown in
FIG. 3, and described in more detail functionally and
graphically below, enable a system administrator to quote,
create and manage customer environments, and to assist the
customer, where necessary, in provisioning and managing its
virtual data center resources. These components 64B pro-
vide quote integration, account administration, storage man-
agement, virtualization management, environment manage-
ment, firewall automation and load balancer automation.

FIG. 3A is an exemplary extended system architecture
diagram 80 showing a customer virtual data center parti-
tioned into multiple customer environments 86A-86D
through the use of a customer provisioning interface module
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82. Using this interface module 82, a customer can manage
their own virtual data center 84 comprising one or more
customer environments 86A-86D. Each customer environ-
ment may comprise one or more virtual servers 88 located
within a cluster of virtual servers of a single physical data
center. The environments may be located at different physi-
cal data centers. FIG. 3A shows the customer console
provisioning interface 82 coupled to two virtualization con-
trol systems 90A and 90B, each of which manages a separate
physical data center 92A, 92B. These physical data centers
92A, 92B may be geographically co-located or they may be
widely dispersed. Moreover, although FIG. 3A shows just
two such connections to virtualization control systems, there
is no limit on the number of such systems that the customer
console provisioning interface 82 may be connected to. Each
of the physical data centers 92A, 92B includes a plurality of
computing clusters 94. A computing cluster includes a
plurality of physical servers 96.

The virtualization control systems 90A, 90B abstract the
server (and storage and network) hardware 96 so as to
provide a more granular virtual server (and virtual storage
and network) resource allocation that can be accessed by the
customer. By coupling the customer console provisioning
interface 82 to a plurality of virtualization control systems
90A, 90B, the customer can create, provision and manage its
own virtual resources across numerous virtual environments
86A-86D which physically span multiple physical data
centers. For example, customer Environment A 86 A includes
several virtual servers 88 that are physically located at
cluster 1 (94) of physical data center 1 (92A), which
hardware is in turn virtualized by virtualization control
system 90A. Customer Environment C, however, includes
virtual servers 88 that are physically located at cluster 1 (94)
of physical data center 2 (92B), which is in turn virtualized
by virtualization control system 90B. The difference in
physical location is irrelevant to the customer, however,
because the customer console provisioning interface 82 is
able to provide the customer with an abstracted view of its
virtual data center assets that span multiple virtualization
control systems and multiple geographic locations.

FIG. 4A is an exemplary flow diagram 100 depicting a
method for adding a new customer environment to a cus-
tomer provisioned utility computing platform. The method
begins at step 102 where a system administrator, preferably,
begins the process of creating a new customer environment.
Although certain functionality is described herein as being
performed by a system administrator, it is possible that these
same functions may be accessible to and executed by a
customer through the customer console provisioning inter-
face described in more detail below. At step 104 the system
administrator selects a customer, and quotation information
for that customer is retrieved from a quotation database 106,
which may be separate from or integrated into the configu-
ration management database 110A. A quote is selected at
step 108. At step 112, the system administrator determines
whether adequate computing cluster resources are available
to create the new customer environment. In this step, infor-
mation from the configuration management database and/or
the virtualization control system 110 may be accessed. If
sufficient computing cluster resources are available, then at
step 114 a cluster is selected for the new customer environ-
ment. If sufficient resources are not available, however, then
at step 116 additional resources are allocated to the virtual-
ization control system 110B. This step 116 may include
physically installing additional server or other computing
resources and making these additional computing resources
accessible to the virtualization control system 110B. Control
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then passes to step 118, where a name is assigned to the new
customer environment and an activation date is associated
with the new environment. At step 120 the system deter-
mines whether the new environment is ready for activation.
If so, then the environment is set to active at step 122 and
saved to the system at step 124. Saving the new environment
to the system causes data to be written into the configuration
management database 110A, and also causes commands to
flow through the SDK/API data interface layer 66B to the
virtualization control system 110B in order to setup the
logical configuration of the new environment within the
allocated cluster of computing resources managed by the
virtualization control system 110B. (FIGS. 5A-5E, discussed
below, depict graphical user interface screens of an exem-
plary administration console for creating a customer envi-
ronment.)

FIG. 4B is an exemplary flow diagram 130 depicting a
method for upgrading an existing customer environment in
a customer provisioned utility computing platform. The
method begins at step 132 where a system administrator,
preferably, begins the process of upgrading the customer
environment. Although certain functionality is described
herein as being performed by a system administrator, it is
possible that these same functions may be accessible to and
executed by a customer through the customer console pro-
visioning interface described in more detail below. At step
134 the system administrator selects a customer and at step
136 quotation information for that customer is retrieved
from a quotation database 106, which may be separate from
or integrated into the configuration management database
110A. At step 138, the system administrator determines
whether adequate computing cluster resources are available
to upgrade the customer environment. In this step, informa-
tion from the configuration management database and/or the
virtualization control system 110 may be accessed. If suffi-
cient computing cluster resources are available, then at step
142 an activation date is set for the upgrade environment. If
sufficient resources are not available, however, then at step
140 additional resources are allocated to the virtualization
control system 110B. This step 140 may include physically
installing additional server or other computing resources and
making these additional computing resources accessible to
the virtualization control system 110B. At step 146, it is
determined whether the upgrade quote is coterminous with
another customer quotation/contract, and if so then the
quotation information is obtained from the quote database
106 at step 148. The upgraded environment is then saved to
the system at step 150. Saving the upgraded environment to
the system causes data to be written into the configuration
management database 110A, and also causes commands to
flow through the SDK/API data interface layer 66B to the
virtualization control system 110B in order to setup the
logical configuration of the upgraded environment within
the allocated cluster of computing resources managed by the
virtualization control system 110B. (FIGS. 7A-7C, dis-
cussed below, depict graphical user interface screens of an
exemplary administration console for upgrading a customer
environment.)

FIGS. 5A-5E depict graphical user interface screens of an
exemplary administration console 190 for creating a cus-
tomer environment. As detailed in FIG. 3, this administra-
tion console may be used for quote integration, account
administration, storage management, virtualization manage-
ment, customer environment management, firewall automa-
tion and load balancer automation, as well as other system-
level functions. The administration console may include
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these WCF services and communicates directly with the one
or more virtualization control systems 68 using virtual
interface components 66.

FIG. 5A depicts an opening screen for the exemplary
administration console 190. This interface includes an envi-
ronment selector (by organization) 162, an administration
function selector 164, and a virtual center selector 166. The
administration function selector 162 is utilized to select
various administration functions, including component
types, configuration, user registration settings, license keys,
locations, operations systems and revenue types. Other
functions of the administration console 190 are accessible
through billing selector 174, organization selector 176,
quoting selector 178 and catalog selector 180. Each of these
selectors engages additional interface screens for the admin-
istrator to manage billing, organizations, quotes for virtual
services and catalogs of available products. The main dis-
play area of the opening screen shows that the organization
selector 162 has been activated, thereby listing the organi-
zations (i.e., customers) by name that are presently associ-
ated with the system. This display lists the customers 168
and customer account numbers 170 in a table format. Also
available from this screen is a “New Environment” selector
172, which is used by the administrator to associate a new
virtual environment with a particular customer.

FIG. 5B shows an interface screen 192 displaying a list of
available quotes 196 for a selected customer. In this example
there is only one quote 196 associated with the selected
customer. The available quote identifies the amount of
processing (1000 MHz), memory (2048 MB) and storage
(130 GB) associated with the customer quotation (i.e.,
request for virtual resources), a term, location, contract
number and quotation number. FIG. 5C shows an interface
screen 192 in which the quote for the new environment has
been selected 196, and the system administrator has pro-
vided a name 198 for the new environment, provided an
activation date 200, and set the new environment to active
202.

FIG. 5D depicts a graphical user interface screen 192 for
selecting a particular virtual center 194 within which the
new customer environment is to be created. This screen is
activated in response to selection of the “New Environment”
selector 172 in the main screen 190. Here, in screen 192, the
customer is listed, along with available new quotes 196 for
the particular customer. Available physical clusters 194 are
listed in the bottom portion of the screen 192 by virtual
center. In this example figure, only one virtual center is
available for physical provisioning, but it is envisioned that
the system disclosed herein could be used with multiple
geographically dispersed virtual centers, in which case more
than one virtual center would be present in the screen 192,
depending upon the availability of physical clusters of
computing resources in those dispersed virtual centers. Each
virtual center is preferably controlled by a separate virtual-
ization control system, to which the present system may
provide access.

Finally, FIG. 5E is an interface screen 204 depicting the
details of the created environment. The top portion of this
interface screen indicates the name of the environment and
indicates whether it is active or not, lists the virtual center
where the environment is physically located, lists the cluster
of the virtual center associated with the environment, and
identifies a resource pool and a number of virtual machines.
In this example, no virtual machines have been associated
with this new environment yet. The middle portion of the
interface screen provides details regarding the purchased
virtual resources 208 associated with the new environment
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and also lists the amount of such resources that have been
allocated and used. The bottom portion of the screen enables
the system administrator to associate a particular network
connection with the new environment. Additional informa-
tion regarding the environment, such as related quotes,
transaction history and history information is accessible via
the tabs located at the very bottom of the interface screen
204. One additional feature shown in FIG. SE is the
“Upgrade” selector 205, which is used to upgrade or other-
wise modify an existing customer environment. This
“Upgrade” process is described in more detail in FIGS. 4B,
and 7A-7C, and accompanying descriptions set forth herein.

FIGS. 6 A-6D depict graphical user interface screens of an
exemplary administration console for adding a network
connection to a customer environment. In FIG. 6A, a par-
ticular customer is selected, and the environments 216
associated with that customer are listed for selection. FIG.
6B depicts the interface screen 204 before the system
administrator has completed the steps needed to associate a
particular network connection with a selected customer
environment. In FIG. 6C, the system administrator is able to
add a network 212 to a newly-created customer environ-
ment. Once an environment is selected, FIG. 6D depicts the
interface screen showing the details of the selected environ-
ment, as discussed above, and also showing that a particular
network 218 has now been associated with the selected
customer environment.

FIGS. 7A-7C depict graphical user interface screens of an
exemplary administration console for upgrading a customer
environment. FIG. 7A depicts an interface screen 220 pro-
viding details of a selected customer environment to be
upgraded. In addition to the customer and environment
name, listed at the top of the interface screen, this screen 220
includes a listing of available new quotations 222, current
and upgraded resources associated with the environment
224, and options 226 such as activation date for the upgrade,
and a selector to indicate whether this new upgrade quota-
tion is co-terminus with an existing previously configured
quotation. If the upgrade quotation is co-terminus, then a
selector is provided for selecting the previous quotation with
which to associate this new upgrade quotation for termina-
tion purposes. In FIG. 7A, an upgrade quotation listed in
area 222 has been selected, which indicates that the cus-
tomer has requested a 1000 MHz processor upgrade to be
associated with this particular environment. By selecting
this quotation in interface screen 220, the system upgrades
the environment profile data associated with this customer
environment such that the new processor configuration has
been increased to 2000 MHz from the previously-configured
amount of 1000 MHz. FIG. 7B depicts an interface screen
204 of the customer environment prior to being upgraded.
Note here that the amount of CPU resource purchased and
associated with this particular environment is 1000 MHz.
FIG. 7C depicts the same interface screen 204 of the
customer environment, but after the upgrade process has
been completed through the interface screen 220. Here, the
new upgrade processor amount of 2000 MHz is depicted.

FIGS. 8A-8B depict graphical user interface screens 230
of an exemplary customer provisioning console for enabling
a customer administrator to grant access to the customer’s
environments by a system administrator of the customer
provisioned utility computing platform. The customer pro-
visioning console is described in more detail below in
connection with FIGS. 11-29.

FIG. 9 depicts a graphical use interface screen 214 of an
exemplary administration console providing a system
administrator access to customer environments through a
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customer provisioning console. Here, assuming that the
customer administrator has granted access rights to the
system administrator (as shown in FIGS. 8 A-8B), when the
system administrator selects a particular customer environ-
ment through the administration console, as shown in FIG.
9, a new selector 234 is presented that enables the system
administrator to access the customer’s virtual environment
through the customer provisioning console described in
more detail below in connection with FIGS. 11-29.

FIG. 10 depicts a graphical user interface screen 240 of an
exemplary administration console for inviting a customer
contact to become a customer virtual system administrator.
Here, the system administrator has selected a particular
customer environment as shown in 214. From this screen
214, the system administrator selects the “Invite User”
selector 242 in order to send an electronic message 244 to a
particular customer contact that enables that contact person
to complete a registration process in order to be able to
access and configure a particular customer environment.

FIGS. 11-29 describe in further detail the operations of the
customer provisioning console. FIG. 11A is an exemplary
flow diagram 250 depicting a method for selecting a cus-
tomer environment in a customer provisioned utility com-
puting platform. The method begins at 252. At step 254 the
customer selects a valid environment from the available
customer environments stored in the CMDB 110. Having
selected a valid environment, performance data regarding
the virtual resources associated with the selected environ-
ment is then obtained from the virtualization control system
at step 256. At step 258 task history information is retrieved
from the CMDB/Virtualization Control system. This task
history information may include data regarding the creation,
modification, upgrading and configuration of the virtual
resources associated with the selected environment. Follow-
ing this step, graphical layout information regarding the
selected environment is obtained from the CMDB, which
may include information regarding the look-and-feel of the
graphical user interface displaying the information previ-
ously obtained regarding the selected environment, such as
the positioning of virtual servers in a user-defined organi-
zation or rows and groups of virtual servers. This user-
defined organization, which is described in more detail
below, enables the customer to organize their virtual server
resources associated with the selected environment in any
manner the user desires. Finally, at step 262 the specific
details of the virtual server resources associated with the
selected environment is obtained from the CMDB/Virtual-
ization control system 110, and at step 264, all of the
previously obtained information from steps 254-262 is then
used to display the selected environment to the customer.
(FIG. 13, discussed below, depicts a graphical user interface
screen of an exemplary customer provisioning console for
selecting an environment.)

FIG. 11B is an exemplary flow diagram 270 depicting a
method for viewing and analyzing customer processor and/
or memory resources associated with one or more customer
environments. The method begins at 272, where the cus-
tomer selects a chart to view, such as a processor chart or a
memory chart. At step 274 the customer selects to “view
trend” information regarding the processor or memory
resource. Following this, performance data regarding the
selected virtual resource (processor or memory) is retrieved
from the CMDB/Virtualization control system 110A/110B at
step 276. Step 278 determines whether additional processing
is required of the obtained performance data, depending on
the type of data and the type of calculations that the system
needs to perform. If additional processing is required, then
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control passes to step 280, where, for example, aggregate
performance values may be calculated from the performance
data obtained from the system. Following this step, control
passes to step 282, wherein the system calculates the 95”
percentile value of the obtained performance data.

In this step 282, the system samples the performance data,
sorts it from high to low, and then identifies the top five
percent of data samples, which are discarded. The remaining
highest value sample is identified as the 95% percentile value
for the obtained performance data. In making this percentile
calculation, data spikes that occur for a very short duration
in time, representing high resource utilization but for very
short time durations, are essentially ignored as the system
attempts to locate high resource utilization that also lasts for
a significant duration in time. This high utilization/long
duration activity is much more relevant to the customer
analyzing the performance of their virtual resources than
brief spikes in usage.

Having made the 95% percentile calculation, control then
passes to step 284, where the system renders a performance
graph of the obtained performance data. The customer is
then able to highlight/select and display selected perfor-
mance data values on the rendered chart (step 286) and/or
display a list of valid virtual servers associated with a
selected data point (step 288). The customer may also select
a particular virtual server associated with a particular
selected performance data point in order to obtain additional
information from the virtualization control system regarding
the performance and operation of the selected virtual server
in order to further analyze and diagnose any performance
problems. At step 290 the customer is able to change the
selected data point to another point on the displayed graph
and control passes back to step 284. The method ends at 292.
(FIG. 14 depicts a graphical user interface screen of an
exemplary customer provisioning console for viewing the
virtual resources associated with a selected customer envi-
ronment; FIGS. 15 and 16 depict graphical user interface
screens for rendering, viewing, manipulating and analyzing
virtual resource trend data associated with virtual processor
(FIG. 15) and memory (FIG. 16) resources associated with
a customer’s selected environment).

FIG. 11C is an exemplary flow diagram 300 depicting a
method for viewing and analyzing customer storage
resources associated with one or more customer environ-
ments. The method begins at 302. At step 304 the system
retrieves a current virtual server list from the CMDB/
Virtualization control system 110. Storage details associated
with the obtained list of virtual server resources is then
obtained from the virtualization control system 110B at step
306. A list of storage resources is then sorted at step 308 by
the amount of storage allocated to each resource. A table
showing the sorted list of virtual storage resources is then
displayed at 310. The customer, viewing the table of virtual
storage resources, is then able to re-sort the list of storage
resources by percentage of purchased virtual storage
resources at step 312, which causes a resorting of the virtual
storage resources at step 314, or the customer can re-sort the
list of storage resources by the number of disks, which
causes a resorting of the virtual storage resources at step
318. If neither of the re-sorting operations is executed at
steps 312 or 316, then the obtained data on the virtual
storage resources may be sorted by allocated amount at step
320. The method ends at 322. (FIG. 17 depicts a graphical
user interface screen of an exemplary customer provisioning
console for viewing storage detail data associated with a
selected customer environment.)
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FIG. 11D is an exemplary flow diagram 330 depicting a
method for creating a virtual server within a customer
environment of a customer provisioned utility computing
platform. The method begins at 322 where the customer
selects the create server function from within a selected
customer environment. At step 334 the customer selects an
operating system to be associated with the virtual server
resource. In doing so, information regarding the available
operating systems, such as various Windows, Unix, Linux,
or other forms of server operating systems, is obtained from
the CMDB 110A. Having selected an operating system for
the virtual server, the customer then selects from an avail-
able template for the selected operating system, the template
information also coming from the CMDB 110A. An oper-
ating system template, broadly speaking, is a pre-configured
collection of software components or modules that are
associated with a particular operating system. For example,
an operating system template may include various ancillary
administration applications associated with the selected
operating system, database applications, or other types of
system or user applications that are to be installed and used
with the virtual server resource being created by the cus-
tomer.

At step 338, the customer enters a virtual server name and
provides an administration password to be used in config-
uring and managing the virtual server. At step 340, the
customer configures the processing, memory, and storage
resources to be associated with the virtual server being
created. Instead of provisioning a virtual server having a
fixed set of virtual resources, however, the methodology
described herein enables the customer to associate a specific
user-defined amount of processor, memory and storage
resources to each virtual server, up to and including the total
amount of resources that have been associated with the
selected customer environment within which the virtual
server is to exist. If additional resources are required for a
particular server beyond the allocated amount, then the
customer can upgrade the selected environment to include
additional resources and return to the customer console
application in order to upgrade the resources associated with
a particular virtual server. In addition, although a predeter-
mined amount of virtual resources are configured and asso-
ciated with each virtual server, the system described herein
may allow dynamic upgrading to a particular virtual server
based on a particular contract arrangement with the cus-
tomer, or based on a particular agreed-upon time interval for
accessing the additional resources. Following this step, the
network settings for the virtual server are configured at step
342, and at step 344 the customer selects a logical placement
for the virtual server within the graphical user interface
environment displayed through the customer console that
depicts the overall virtual server implementation of the
selected customer environment. This is typically accom-
plished by selecting a particular row and group for place-
ment of the virtual server being created.

Having provisioned the resources of the virtual server and
determined its graphical location within the selected cus-
tomer environment, the customer then determines whether
to power on the virtual server after deployment to the
customer environment. If so, then a “power on” flag is set at
step 348. Control passes to step 350, where the customer
must accept the licensing terms for the created virtual server
as configured using the selected operating system template.
The virtual server is then deployed at step 352, and the
configuration, provisioning and location data is then written
to the CMDB and the Virtualization control system 110A,
110B. (FIGS. 18A-18B depict graphical user interface
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screens of the exemplary customer provisioning console for
viewing virtual servers within a customer environment.
FIGS. 20A-201J depict graphical user interface screens of the
exemplary customer provisioning console for creating a new
server within a customer environment).

FIG. 12 depicts a graphical user interface screen 360 of an
exemplary customer provisioning console for logging into
the customer provisioned utility computing platform. This
interface screen 360, as well as the remaining interface
screens described herein with respect to the customer pro-
visioning console, are preferably accessed and rendered in a
standard web browser application capable of accessing the
system via a standard Internet connection. FIG. 13 depicts a
graphical user interface screen 370 of an exemplary cus-
tomer provisioning console for selecting an environment.
This figure depicts only the top left portion of the complete
customer provisioning console interface (see, FIG. 14), in
order to highlight the environment selector drop-down box.
Here, when a user logs into the system the customer envi-
ronments associated with that user are presented to the user
in the “My Environments” drop down selector box.
Although only one environment is shown in FIG. 13, named
“Messaging Platform,” there may be multiple environments
associated with each customer and therefore multiple envi-
ronments will be individually selectable from this initial
screen of the customer provisioning console.

FIG. 14 depicts a graphical user interface screen 380 of an
exemplary customer provisioning console for viewing the
virtual resources associated with a selected customer envi-
ronment. This screen is the primary interface that the cus-
tomer administrator will utilize to review, analyze, and
configure a selected environment. The very top portion of
the interface screen lists the customer administrator, and
provides a selector to change back to view customer envi-
ronments 408, a selector to view account information for the
customer 410, and a selector to sign out of the customer
provisioning console 412. Just below this is the “My Envi-
ronments” drop down selector 382, which the customer
administrator uses to select a particular customer environ-
ment for analysis, review and configuration.

The customer provisioning console screen 380 shown in
FIG. 14 is partitioned into two main functional areas called
“Resources” and “Servers.” These two main functional areas
are selected using the “Resources” and “Servers” tabs 384,
386. In FIG. 14, the “Resources” tab has been selected. (The
“Servers” tab screen is shown and discussed in connection
with FIGS. 18A-18B) When the “Resources™ tab 384 is
selected, the graphical user interface of the customer pro-
visioning console provides overall virtual resource data
regarding the selected customer environment. The resource
data is viewable by “Summary,” “Processor Trend,”
“Memory Trend,” and “Storage Details,” using the second-
ary tabs 388. Also depicted here is a graphical and numerical
representation of the resource utilization for the selected
customer environment, displayed by Processor, Memory and
Storage virtual resources. For example, the Processor Uti-
lization Graph 396 indicates that for this particular environ-
ment, 10000 MHz has been purchased but only 5941 MHz
is being utilized. Graphically, this is shown by the percent-
age utilization graph 396. The color of the percentage
utilization graph can be configured so that as the resource
utilization approaches the amount purchased, the color of
the graph may change from green, to yellow and then to red
as the buffer between the amount purchased and the amount
utilized for any particular resource diminishes. Other graphi-
cal and/or audiovisual mechanisms may also be utilized
herein to quickly signal to the customer administrator that a
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particular environment is approaching maximum utilization.
This may then prompt the customer administrator to com-
municate with the system administrator in order to purchase
and have allocated additional virtual resources for the par-
ticular customer environment.

Similar to the Processor virtual resources 396, for the
Memory and Storage virtual resources 398, 400 allocated to
this particular environment, the customer provisioning con-
sole interface 380 provides graphical and numerical depic-
tions of the purchased resource and the percentage of that
resource that is presently being utilized by the environment.
For each of the Processor and Memory resources, trend data
can be visualized by selecting the “View Trend” selector
402. (FIGS. 15 and 16 depict this trend data interface) For
the Storage resource, additional detailed information regard-
ing the virtual storage resources associated with the selected
environment can be viewed by selecting the “View Details”
selector 402. (FIG. 17 depicts the storage detail data view).

Also shown in the customer provisioning console inter-
face 380 shown in FIG. 14 is a Task History panel 404 and
a task history time selector 406. Using this part of the
interface 380, the customer is able to view the configuration
and management tasks that have been executed by the
system in relation to the selected customer environment. For
example, as shown in FIG. 14, the acts of powering on a
virtual server, deleting a virtual server, creating a virtual
server, renaming a virtual server and configuring a virtual
server are all tasks that are listed in the task history panel
404. Along with the type of task, the interface lists the
friendly name of the virtual server to which the task is
associated, the person initiating the task as the customer, and
the start and completion times of the particular task.

FIG. 15 depicts a graphical user interface screen 380 of an
exemplary customer provisioning console for viewing pro-
cessor trend data associated with a selected customer envi-
ronment. This screen is accessed from either the secondary
tabs 388, by selecting the “Processor Trend” tab, or by
selecting the “View Trend” selector 402 located just beneath
the processor utilization graph 396 (shown in FIG. 14). The
processor trend data includes a graphical representation 420
of'the processor utilization for the selected environment over
a particular 24 hour usage period. This graph depicts pro-
cessor utilization as a function of percentage and as a
function of allocated MHz. The 95” percentile data point
426 is listed just above the graph 420. A data selector bar 424
by default is set at the 957 percentile point by the system,
although this data selector bar 424 can be moved throughout
the graph 420 using a pointing device by selecting a point of
interest on the graph. As the data selector bar is moved by
the customer, the server activity is listed 428 just below the
graph 420. Also depicted in this interface screen 380 imme-
diately below the graph is a listing 430 of the virtual servers
associated with this particular environment. This listing
sorts the virtual servers by percentage CPU utilization so
that the customer can quickly identify the virtual server or
servers that are contributing to the particular data point
selected on the graph 420. In addition, the customer can
select one or more of the virtual servers listed in the server
listing 430 and obtain more detailed information about the
performance and utilization of the selected server.

FIG. 16 depicts a graphical user interface screen 380 of an
exemplary customer provisioning console for viewing
memory trend data associated with a selected customer
environment. This screen is accessed from either the sec-
ondary tabs 388, by selecting the “Memory Trend” tab, or by
selecting the “View Trend” selector 402 located just beneath
the memory utilization graph 398 (shown in FIG. 14). The
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memory trend data includes a graphical representation 432
of the memory utilization for the selected environment over
a particular 24 hour usage period. This graph 432 depicts
memory utilization as a function of percentage and as a
function of allocated MB. The 95 percentile data point 434
is listed just above the graph 432. A data selector bar by
default is set at the 95% percentile point by the system,
although this data selector bar can be moved throughout the
graph 432 using a pointing device to select and drag the data
selector bar to a point of interest. As the data selector bar is
moved by the customer, the server activity is listed 436 just
below the graph 432. Also depicted in this interface screen
380 immediately below the graph is a listing 436 of the
virtual servers associated with this particular environment.
This listing sorts the virtual servers by percentage memory
utilization so that the customer can quickly identify the
virtual server or servers that are contributing to the particular
data point selected on the graph 432. In addition, the
customer can select one or more of the virtual servers listed
in the server listing 436 and obtain more detailed informa-
tion about the performance and utilization of the selected
server.

FIG. 17 depicts a graphical user interface screen 380 of an
exemplary customer provisioning console for viewing stor-
age detail data associated with a selected customer environ-
ment. This screen is accessed from either the secondary tabs
388, by selecting the “Storage Details” tab, or by selecting
the “View Details™ selector 402 located just beneath the
storage utilization graph 400 (shown in FIG. 14). This
interface screen includes a listing 440 of the virtual servers
associated with this particular environment and sorts the
virtual servers by percentage storage utilization and disk
count.

FIGS. 18A-18B depict graphical user interface screens
380 of the exemplary customer provisioning console for
viewing virtual servers within a customer environment. FI1G.
18A depicts the main “Servers” screen, which is displayed
when the customer selects the “Servers” tab 386 at the top
portion of the interface. Selecting this tab causes the cus-
tomer provisioning console application to display more
detailed information regarding the virtual servers that have
been provisioned for the selected customer environment.
The “Servers” main screen includes an action bar selector
442, row and group placement areas 444 A, 4448, 444C, and
a selected virtual server display areca 446. Also shown in
FIG. 18A is a pair of icons 450, 452 that enable the customer
to toggle the Server interface between an Icon display mode
(450) as shown in FIG. 18A and a List display mode (452)
as shown in FIG. 18B.

The action bar selector 442 includes a plurality of Server
actions, including “Create Row,” “Create Group” and “Cre-
ate Server.” The “Create Row” action is used to add a new
row to the row and group placement areas depicted below
the action bar selector 442. The concept of “rows” and
“groups” provides a very flexible way for each customer to
custom design the organization and display of their virtual
server resources through the Servers main screen. Using the
row and group concept, customers can design rows of virtual
servers, as shown in 444A, 444B and 444C, and then within
each row of servers the customer can group virtual servers
together, thus providing an additional level of organization
to the structure of the customer’s virtual assets. For example,
the row and group 444C in FIG. 18A describes a row called
“Howard’s Row” with a single group labeled “webApps.”
Within the “webApps”™ group there are two virtual servers,
one labeled “InfoMgmt” and the other labeled “InfoMgm-
tOS.” Customers are able to use the concept of rows and
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groups to organize their virtual assets in any manner they
desire. For example, customers may select to organize their
virtual servers by responsibility, having a separate row for
each customer administrator that is responsible for config-
uring and managing virtual server assets. Alternatively, the
customer may decide to organize the virtual servers by
function, for example by having a row of SQL servers, for
example, or a row of web servers. There are no restrictions
placed on the customer’s ability to organize its virtual assets
using this row and group paradigm.

The selected virtual server display area 446 provides
additional details regarding the current configuration of the
selected virtual server and also provides an action bar 448
for executing various console functions associated with the
selected virtual server. These functions include renaming the
virtual server, configuring the virtual server, moving the
virtual server to a different row/group, deleting the virtual
server, powering on/off the virtual server, shutting down the
virtual server, restarting the virtual server, opening a con-
nection to the virtual server and viewing a list of tasks
associated with the selected virtual server.

FIG. 18B is the list view version of the Server main
interface screen. When the icon 452 is selected, the interface
toggles from the Icon view shown in FIG. 18A to the list
view shown in FIG. 18B. The list view is similar to the icon
view in that the virtual servers are displayed by rows and
groups within a row, although in a list fashion that enables
additional information associated with each virtual server to
be displayed in the main display arca 454 of the interface
screen.

FIGS. 19A-19E depict graphical user interface screens of
the exemplary customer provisioning console for creating
rows and groups of virtual servers. FIG. 19A shows the
Server main interface before a new row is created. In FIG.
19B, the customer has selected the “Create Row” button
from the action bar selector 442 shown in FIG. 18A, and the
dialog box 460 is displayed to enter the name of the new
row. FIG. 19C shows the Server main interface after the new
row called “My Web Row” 462 has been created and added
to the main interface. The server selection area 464 set forth
below the Row/Group interface display 462 is empty
because the customer has not yet populated the row with any
virtual server assets. In FIG. 19D, the customer has selected
the “Create Group” function from the action bar selector
442, which displays the dialog box 470 where the customer
can enter a group name and associate the new group with a
particular row in the customer environment. In this example
there is only one created row and so that is where the new
group will be populated. And finally, FIG. 19E shows the
main interface with the new group labeled “My Web Group”
created within the single row labeled “My Web Row.” The
customer is now able to engage the “Create Server” function
in order to populate the new row/group with virtual server
assets, as further described herein in connection with FIGS.
20A-20J.

FIGS. 20A-20J depict graphical user interface screens of
the exemplary customer provisioning console for creating a
new server within a customer environment. FIG. 20A
depicts the “Server” main interface screen described above
in connection with FIG. 18A. In order to create and place a
new virtual server within the selected customer environment
shown in FIG. 20A, the customer selects the “Create Server”
icon from the action bar selector 442. Having done so, the
system then displays a create server dialog box 480, as
shown in FIG. 20B, which is used by the customer to create
the new virtual server. This dialog box 480 includes five
main virtual server creation functions, labeled Template,
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Configuration, Network Settings, Row/Group Location and
Review and Save. These five main virtual server creation
functions are executed, in series, in order to complete the
process of provisioning a new virtual server asset.

Beginning with FIG. 20B, the customer is prompted to
first select an operating system to be associated with the new
virtual server. FIG. 20C displays the Operating System
drop-down list that provides a selection of available oper-
ating systems for the customer to choose from. Having
selected a particular operating system, in this case the
Windows operating system, the customer is then prompted
to select from the available system templates that have been
configured by the system administrator for the selected
operating system. This is shown in FIG. 20D. After selection
of'a particular template for the selected operating system, the
customer is then presented with the interface screen shown
in FIG. 20E, which provides additional details regarding the
template, the size of any system disk associated with the
selected template, and the licensing cost for the customer to
deploy the particular selected template. At this point the
customer has completed the Template function.

FIG. 20F depicts the display screen immediately follow-
ing the customer’s completion of the Template function in
which the customer is now prompted to perform configu-
ration tasks on the new virtual server. These tasks include
providing a server name, providing an administration pass-
word for logging into the virtual server, selecting a number
of processors to be associated with the virtual server, and
selecting an amount of system memory to be associated with
the virtual server. Using these controls, the customer is able
to custom design each virtual server asset and to precisely
control the amount of virtual processing power and memory
for each virtual server. At this point the customer has
completed the Configuration function.

FIG. 20G depicts the display screen immediately follow-
ing the customer’s completion of the Configuration function
in which the customer is now prompted to provide infor-
mation regarding the network settings for the new virtual
server. Using this display screen 530, the customer selects a
particular network to associate with the virtual server and
then provides details of the IP and DNS settings for the
virtual server. Having completed this function, the customer
in FIG. 20H is prompted to select a row and group associated
with the customer’s environment in which to place the
newly-configured virtual server.

FIG. 201 depicts the display screen for reviewing and
saving the new virtual server configuration prior to deploy-
ment. This interface screen 560 displays the configuration
information for the virtual server as provided to the system
through the prior interface screens and prompts the user to
power on the server when it is created by the virtualization
control system and also requires the customer to agree that
they will be bound by any licensing and resource usage fees
when the “Deploy” button (shown at the bottom of FIG. 201
but grayed out at the moment) is selected. After the user
agrees to be bound by such fees, the Deploy button is
activated, and once selected the newly-configured virtual
server is then created within the customer’s environment by
the virtualization control system and appears in the custom-
er’s Server main interface for the environment as shown in
FIG. 20J.

FIG. 21 depicts a graphical user interface screen of the
exemplary customer provisioning console for connecting to
a virtual server. In this figure, the customer has performed a
“right click” operation with their pointing device, which
opens a server function box 570 that enables the customer to
perform virtual server functions including connecting 572 to
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a virtual server. Selecting this function opens a connection
to the selected server as shown in FIG. 22. FIG. 22 depicts
a graphical user interface screen of the exemplary customer
provisioning console showing an open connection to a
virtual server.

FIG. 23 depicts a graphical user interface screen of the
exemplary customer provisioning console for selecting a
virtual server group task. This function list is activated using
a “right click” selection from the customer’s pointing device
and enables the customer to perform one or more group
tasks, such as renaming the group, ordering the group to a
higher position within the row, which typically means mov-
ing the group leftward within a sequence of groups in a
particular row, ordering the group to a lower position within
the row, which typically means moving the group rightward
within a sequence of groups in a particular row, and finally
deleting the group from the selected row.

FIG. 24 depicts a graphical user interface screen of the
exemplary customer provisioning console for selecting a
virtual server row task. This function list 600 is activated
using a “right click” selection from the customer’s pointing
device and enables the customer to perform one or more row
tasks, such as creating a group within the row, renaming the
row, moving the row upwards towards the top of the display
screen in a sequence of displayed rows of assets, moving the
row downwards towards the bottom of the display screen,
and deleting the row.

FIG. 25 depicts a graphical user interface screen of the
exemplary customer provisioning console for configuring
the processor, memory and network connectivity of a virtual
server and FIG. 26 depicts a graphical user interface screen
of the exemplary customer provisioning console for config-
uring the disk storage resource of a virtual server. Prior to
displaying the interface screens in FIGS. 25 and 26, the
customer has engaged the server function selector associated
with a particular virtual server by performing the “right
click” operation on the selected server. This brings up the
server function selector 570, and enables the customer to
select the “Configure Server” function 610. This function
may also be selected from the function bar associated with
the selected virtual server displayed below the row/group
area of the Server main interface. Selecting this function 610
causes the console provisioning application to display the
virtual server configuration dialog box 620. This dialog box
includes two main configuration tabs—Settings and Disks.

The Settings configuration tab is shown in FIG. 25 and the
Disks configuration tab is shown in FIG. 26. Using the
Settings configuration tab, the customer can change the
number of processors associated with the selected virtual
server, the customer can change the memory allocation
associated with the virtual server using the sliding bar
depicted in FIG. 25, and the customer can change the
network settings associated with the virtual server. Using the
Disks configuration tab shown in FIG. 26, the customer can
add a new disk to the virtual server, and using the sliding bar
mechanism, the customer can allocate a precise amount of
disk memory to the newly created disk. Alternatively, the
customer can select an existing disk from the display shown
in the bottom portion of FIG. 26 and then modify the size of
the selected disk using the slider bar mechanism. In this
manner, the customer is able to precisely control the amount
of disk memory and partitioning associated with each virtual
server asset.

FIG. 27 depicts a graphical user interface screen of the
exemplary customer provisioning console for viewing cus-
tomer transaction history. This screen is activated when the
customer selects the My Account link 640 at the top portion
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of the main interface screen. Selecting this link 640 causes
the system to display an interface as shown in FIG. 27, in
which the customer can select from four main functions—
Billing, Transaction History, Settings and Users. The Trans-
action History function is shown in FIG. 27, and provides
details regarding each customer transaction that may affect
the configuration of the selected environment. For example,
creating a server, deleting a server, upgrading and or modi-
fying an existing server, and other transactions are displayed
in this interface screen.

FIG. 28 depicts a graphical user interface screen of the
exemplary customer provisioning console for viewing cus-
tomer settings. Using this interface screen, the customer is
able to change user credentials, change the default view
settings for a particular user, and change the determination
of whether the system administrator is able to access the
particular customer environment. (This last function is
described above in connection with FIGS. 8A-8B).

FIG. 29 depicts a graphical user interface screen of the
exemplary customer provisioning console for viewing
authorized customer users of the customer provisioned util-
ity computing platform. This screen provides details of the
authorized users, their email addresses, roles, last login time,
and whether they have an active status. An “Invite User”
selector 646 enables the customer to invite another person to
have access to the selected customer environment.

FIG. 30A is an exemplary flow diagram 650 depicting a
method for adding a virtualization control system to a
customer provisioned utility computing platform. At step
652 a system administrator determines that a new virtual-
ization control system should be created and added to the
system. At step 654 a friendly name is associated with the
new virtualization control system. An SDK URL is provided
to the system at step 656, which is used by the system to
access and communicate with the new virtualization control
system. A username/password is then provided at step 658 to
control system-level access to the virtualization control
system, and at step 660 a database connection string is then
entered into the system. This information regarding the new
virtualization control system is then saved to the CMDB at
step 662 and the method is complete. (FIG. 31 depicts a
graphical user interface screen of an exemplary administra-
tion console for adding a virtualization control system to the
customer provisioned utility computing platform).

FIG. 30B is an exemplary flow diagram 670 depicting a
method for adding computing clusters to a virtualization
control system in a customer provisioned utility computing
platform. The method begins at 672, where a new virtual-
ization control system is added to the system (see, FIG. 30A
and accompanying description). Periodically the system will
discover new virtual control system resources at step 674
and will obtain information regarding these resources. At
step 676, the new virtualization control system is then
associated with a particular physical data center, and infor-
mation regarding this association is then stored in the
CMDB 110A. At step 678, the system periodically discovers
information regarding available physical clusters of com-
puting resources (processor, memory, storage, network)
from the virtualization control systems 110B. At step 680,
the system determines whether the available cluster of
resources is able to accept new or additional customers. If
so, then the cluster is set to “ready to provision,” 682,
meaning that a customer can access and associate the
physical resources of the cluster to one or more virtual
servers existing within the customers one or more environ-
ments. If the cluster is not able to accept new or additional
customers, then control passes to step 684, where data
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regarding the state of the available physical clusters of
computing resources is stored in the CMDB 110A. (FIGS.
32A-32B depict graphical user interface screens of an exem-
plary administration console for provisioning a computing
cluster).

FIG. 30C is an exemplary flow diagram depicting a
method for managing resource templates in a customer
provisioned utility computing platform. At step 692 the
system discovers new template information from the virtu-
alization control system 110B. A template is then selected at
step 694, and a description of the template is provided at step
696. If a license key is required for the one or more
components of the template, as determined at step 698, then
a license key is associated with the template at step 700, the
license key information coming from the CMDB 110A.
Otherwise control passes to step 702, where it is determined
whether additional software components are to be associated
with the template, and if so then at step 704 the additional
software components are added to the template, wherein
information regarding these additional software components
is obtained from the CMDB 110A. Control then passes to
step 706, where it is determined whether the configured
template is now ready for customer use. If so, then the
template is set to active in step 708, and data regarding the
configured template is then saved to the CMDB 110A at step
710. (FIG. 33 depicts a graphical user interface screen of an
exemplary administration console for managing resource
templates).

FIG. 31 depicts a graphical user interface screen of an
exemplary administration console for adding a virtualization
control system to the customer provisioned utility comput-
ing platform. In this screen 160, a system administrator has
selected the Virtual Centers selector 166 and has added a
new virtual center called MIA21717VMC101. In addition to
naming the new virtual center via the dialog box 720, the
system administrator provides the SDK URL of the new
virtual center, provides a username and password, and enters
a connection string for communicating with the new virtu-
alization control system associated with this new virtual
center.

FIGS. 32A-32B depict graphical user interface screens of
an exemplary administration console for provisioning a
computing cluster. Each virtual center may be composed of
one or more virtual data centers, each of which is composed
of a plurality of computing clusters. The interface 730
shown in FIG. 32A is used to indicate that a particular cluster
associated with a selected virtual data center is ready to
provision through the virtualization control system so that it
can be used to create customer environments. FIG. 32B
depicts an interface screen 730 showing the present con-
figuration of a particular computing cluster. This screen lists
the customer environments that have been associated with
this particular computing cluster of the virtual data center
and also indicates the amount of memory, processor and disk
storage virtual resources associated with each of the cus-
tomer environments.

FIG. 33 depicts a graphical user interface screen of an
exemplary administration console for managing resource
templates. By selecting the Templates selector 734, a listing
of the available templates associated with the data center is
displayed in the main part of the interface screen. The
system administrator can then select a template to obtain
additional information through the display screen 736
regarding the selected template.

FIGS. 34A-34D depict graphical user interface screens of
an exemplary administration console for performing various
system administration tasks. FIG. 34A depicts the configu-
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ration interface screen 738. FIG. 34B depicts the Operating
Systems interface screen 740. FIG. 34C depicts the License
Keys interface screen 742. And FIG. 34D depicts the User
Registration Settings interface screen 744.

FIG. 35 depicts a graphical user interface screen 750 of an
exemplary customer provisioning console for selecting and
provisioning network resources associated with a selected
customer environment. This interface screen adds a “Net-
work” tab 760 to the “Resources” and “Devices” tabs that
were seen in previous interface screens, such as shown in
FIG. 14, above. Note that in FIG. 14 the “Devices” tab is
labeled “Servers.” When the Network tab 760 is selected
from the interface screen 760, the main Network provision-
ing functions are shown. These main functions are labeled
762, and include an Internet Services tab for accessing and
provisioning Internet services and a Security Services tab for
accessing and provisioning security services. The Internet
services tab relates to load balancer features whereas the
Security Services tab relates to configuration of the network
firewall.

In FIG. 35, the Internet Services tab has been selected.
This causes several selectors to be activated, including
“Activate Public IP” 764, “IP Usage” 766, and “Create
Service” 768. Also shown is an address space display 770
and a display area 780 for selecting a Public IP or device.
The Activate Public IP 764 selector is greyed out in FIG. 35,
but this selector would be activated when a customer has
pre-purchased a block of IP address. Here, the customer has
already purchased a block of IP address, which are listed in
the address display 770 under the Public IP Addresses
heading. The IP Usage selector 766 will bring up a display
screen that allows a user to examine the assignments of
private IPs to different virtual servers that have been con-
figured. This display is further shown in FIGS. 41A-41B,
below. The Create Service selector 768 is used to identify a
port that supports a protocol on the load balancer that is
going to be tied to a virtual server inside the customer
environment. Also shown in the address display area 770 is
an internal network that is behind the load balancer and
behind the firewall (labeled INT_151) in FIG. 35, and a
listing of virtual servers coupled to a DMZ network (labeled
DMZ_150).

FIGS. 36 A-36B depict graphical user interface screens for
creating an Internet service. FIG. 36A depicts the initial
screen 800 that is displayed when a user selects the Create
Service selector 768 from FIG. 35. From here, the user
selects a public IP address 802 and a protocol 804. The user
may then select or provide a port value 806 and a service
name 808. A service description may then be provided in
810. The state of the service (Enabled or Disabled) is
controlled by the radio buttons 812. FIG. 36B shows the
create internet service screen after the user has provided the
required data.

FIG. 37 depicts a graphical user interface screen 820 of an
exemplary customer provisioning console for selecting an
Internet service and creating a node service. Here, the public
1P address 72.46.238.10 has been selected by a user and a list
of Internet services that have been provisioned for that IP
address is displayed in the right portion 780 of the interface
screen. The provisioned services in this example include an
FTP service, a Port80 service, and SMTP service and a Test
service. Within each service are listed the nodes (i.e., virtual
servers) that have been created and associated with a par-
ticular Internet service, as well as the protocol and port, and
the persistence. Also shown in FIG. 37 are three additional
selectors associated with Internet services. These selectors
are Edit Service 782, Delete Service 784 and Create node
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785. The Edit Service selector 782 is used to edit the
configuration of a provisioned service displayed in the
display are 780. The Delete Service selector 784 is used to
delete a provisioned service. And the Create Node selector
785 is used to create a node for a particular Internet service,
as described in more detail below.

FIG. 38 is an exemplary flow diagram 830 for creating an
Internet service. This flow diagram corresponds to the
graphical user interface screens shown in FIGS. 35-37. The
method begins at 832. At step 834 public IP addresses that
have been associated with the particular customer environ-
ment are retrieved from the CMDB. A public IP address is
then selected at step 836 and a protocol and port are selected
at steps 838 and 840. Following these steps a descriptive
service name is entered at step 842 and, optionally, a service
description is input at step 844. The service is then enabled
or disabled at step 846. Enabling the service at step 846 then
causes the service to be created at step 848, and the
necessary commands and configuration data is provided to
the load balancer in order to affect the created service.
Following creation of the service at step 848, the CMDB is
then updated at step 850 and the method ends at 852.

FIGS. 39A-39B depict graphical user interface screens
860 for creating a node service. These screens are displayed
after the user has selected the Create node selector 785
shown in FIG. 37 and associated with a particular Internet
service. As shown in FIGS. 39A-39B, the internet service
FTP has been selected from FIG. 37. This service has a
public IP address of 72.46.238.10 as displayed in the top
portion of FIG. 39A. Also shown here are the protocol and
port description as well as the persistence associated with
this particular Internet service. In order to create a node
service for this Internet service, the user first selects a
network using drop down selector 862. A device, typically a
provisioned virtual server, is then selected from the drop
down selector 864, and a device IP address is then selected
using the drop down selector 866. Following these selec-
tions, the device port is provided at 868, and a node name
and description is then provided in text boxes 870 and 872.
Following these steps the particular node service is then
enabled or disabled using the radio buttons 874. FIG. 39B
shows the same interface screen but after a user has made
certain selections and provided information needed in order
to define and create a node service.

FIG. 40 is an exemplary flow diagram 880 for creating a
node service. The method begins at 882. At step 884 the
available networks are retrieved from the CMDB for the
particular customer environment. The user then selects a
network at step 888, and the devices (typically virtual
servers) associated with the selected network are then
retrieved from the CMDB. A particular device is then
selected at step 890. Having selected the device in which to
create the node service, an IP address of the device is then
selected at 892. Following this step, the port, node name and
description are then provided at steps 894, 896, and 898. The
user then enables the node service at step 900. Following
enablement of the node at step 900, the node service is then
created at 902 and the appropriate commands and configu-
ration data is then provided to the load balancer. The firewall
is then updated, if necessary at step 904, and the CMDB is
updated to reflect the new node service configuration at step
906. The method ends at 908.

FIGS. 41 A-41B depict graphical user interface screens for
checking an environment [P address usage. In FIG. 41A, the
network is selected using the drop down selector 922.
Following selection of a particular network, FIG. 41B shows
the IP addresses associated with the particular selected
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network in the display panel 924. This panel 924 also shows
the device that is assigned to the IP address, an SYNC IPs,
and an indication of the detection on device. Warning icons
are displayed (yellow triangles) next to the IP address if a
device has been assigned but it was not detected during the
process of detection. If an IP is detected on a device, but it
has not been manually assigned, then the SYNC IP button is
presented so that the user can manually assign the detected
IP to the appropriate device.

FIG. 42 is an exemplary flow diagram 930 for displaying
an environment [P address usage. The method begins at 932.
At step 934 the available networks for the particular cus-
tomer environment are retrieved from the CMDB. Assigned
IP addresses are then retrieved from the CMDB at step 936,
and at step 938, the system retrieves any detected IP
addresses from the virtualization control system. At step 940
the assigned and detected IP addresses are then compared
and the display list (as shown in FIG. 41B) is then displayed
to the user at step 942. If a discrepancy is detected at step
944, then the user is able to sync addresses to devices at step
946, which then causes configuration data to be written to
the CMDB. The method ends at 948.

FIG. 43 depicts a graphical user interface screen 950 of an
exemplary customer provisioning console for displaying and
provisioning security services. Here, the security services
tab 762 has been selected. This causes two main security
selectors to be displayed, Create Firewall Rule 952 and
Firewall Log 954. In addition, currently configured rules are
displayed in a display are 956, which can be filtered using
the filter tools 958. The filter tools 958 enable filtering of the
configured rules by permission, type, and from or to FIGS.
44A-44D depict graphical user interface screens 960 for
setting a firewall allow rule. In FIG. 44A, the user first
selects the permission type, either allow or deny 962. Here,
the user has selected the allow inside traffic type of firewall
rule. The user is then provided with selectors for picking the
source type and destination type of the traffic to be moni-
tored by the firewall rule. If a Network type is selected as the
from source type 964, then the user can select the particular
network from the drop down selector 966. Having selected
the source type, the user then selects the destination type
using selector 968. This type could be “Any,” as shown in
FIG. 44A, or it could be a specific type of destination, such
as an internal network or a device, such as a virtual server
device. Finally, the user can select the protocol and port for
the rule using selectors 970 and 972. In FIG. 44B, the user
has selected a source type of Network, and is then in the
process of selecting the destination type for the firewall rule
from the drop down selector 968. Here, the choices are
Network, Device, External Network and External Device. In
FIG. 44C, the user has selected a source Device for the
firewall allow rule using the selector 964, which causes the
display of additional selections for the Network 966, Device
974, and Device IP address 976 of the particular device that
is attributed as the source for this particular rule. FIG. 44D
shows the user selecting a particular protocol, in this case
TCP, using the protocol selector 970 and a port using the port
selector 972.

FIGS. 45-47 describe an exemplary flow diagram 980 for
setting a firewall allow rule. The method begins at 982. At
step 984, the system determines if the source is a network or
a device. If the source is a device, then control passes to step
986. If, however, the source is a network, then control passes
to step 998. Assuming a device is selected as the source, then
at step 986, the system loads the available networks asso-
ciated with the customer environment at step 986. The user
then selects a network at 988, and the devices (i.e., typically
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virtual servers) associated with that network are then loaded
from the CMDB at step 990. The user then selects a device
at 992, and the IP addresses associated with the selected
device are then loaded from the CMDB at 994. The IP
address is then selected at 996 and control passes to step
1002. Assuming, however, that a network is selected as the
source device in step 984, then control passes to step 998,
where the available networks associated with the particular
customer environment are loaded from the CMDB. The user
then selects a particular network at step 1000, and control
passes to step 1002.

Step 1002 is where the user selects the destination for the
firewall rule from the available choices of Any, Network,
Device, External Network or External Device. If the user
selects external network or device at step 1002, then control
passes to step 1004, which is further described in reference
to FIG. 46. If the user selects network or device at step 1002,
then control passes to step 1006, which is further described
with reference to FIG. 47. If “any” is selected, however, then
control passes to step 1008. Note here that if the other
selections were made, then control passes to the steps shown
in either FIG. 46 or 47, both of which return to step 1008.
At step 1008 a protocol is selected by the user, and at step
1010 a port is selected. The firewall is then updated at step
1012, and the CMDB is updated with the appropriate
configuration data at step 1014. The method ends at 1016.

If the user had selected an External Network or Device,
then control passes to FIG. 46. Here, at step 1018, the system
determines if the external device is a Network or Device. If
the external device is a server, then at step 1020, the user
enters the external server information and the method
returns to step 1008 at 1024. If the external devices is a
network, then at step 1022 the user enters the external
network information and the method returns to step 1008 at
1024.

If the user had selected network or device at step 1002,
then control passes to FIG. 47. Here, at step 1026, the system
determines if the user selected a network or a device. If the
user selected a network, then the available networks are
loaded from the CMDB at 1028 and the user makes a
particular selection. Control then returns at 1042 to step
1008 shown in FIGS. 45A and 45B. If the user had selected
a device, however, then at step 1030 the system loads the
available networks from the CMDB associated with the
customer environment. A particular network is then selected
at step 1032, and the devices (typically virtual servers)
associated with the selected network are then loaded from
the CMDB at step 1034. The user then selects a device at
step 1036, and the IP addresses associated with that device
are then loaded from the CMDB at step 1038. The user then
selects the 1P address at step 1040 and control returns to
FIGS. 45A and 45B at step 1042.

FIGS. 48A-48C depict graphical user interface screens
1050 for setting a firewall deny rule. In FIG. 48A, the user
first sets the permission to deny outside traffic using the drop
down selector 1052. Other forms of deny rules could also be
selected using this drop down selector. The user then selects
a source type using the selector 1054, and if Network is
selected here, then the Network IP and mask size are
provided using 1056. Finally, the protocol and port may be
set using the drop down selectors 1058, 1060. In FIG. 48B,
the source type has been set to IP address using selector
1054, which causes an entry box 1062 to be displayed for
input of the IP address to deny traffic from. FIG. 48C shows
the operation of the source type selector 1054.

FIG. 49 is an exemplary flow diagram 1070 for setting a
firewall deny rule. The method begins at 1072. If network is
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selected at 1074, then the user enters the appropriate net-
work information at 1078. If IP is selected at 1074, then the
user enters the appropriate IP address information at 1076.
The protocol and port information is then selected at 1080
and 1082, and the firewall is updated at 1084. The CMDB
is then updated at 1086 and the method ends at 1088. FIG.
50 depicts a graphical user interface screen for setting a
firewall log server location. Here the user can chose to send
the firewall log data to a particular server on an internal
network, or to an external IP address.

As described herein, a novel utility computing platform is
provided that enables customers to perform configuration
and provisioning of their own virtual assets, including
processing, memory, networking and disk storage assets.
Using this system, customers acquire a dedicated resource
pool of virtual assets from which they can deploy servers on
demand through a web-based customer provisioning console
application and can thereafter perform a variety of configu-
ration, management and analysis functions on their virtual
resources without necessarily enlisting the assistance of
system administrators. Using the software interfaces and
functionality described herein, customers are able to pre-
cisely control the amount of acquired virtual processing,
memory, disk and networking resources from the utility
computing platform, and to precisely control the allocation
of those resources among one or more virtual servers. Each
customer environment is further logically partitioned into a
row and group structure that provides an additional level of
flexibility for customizing the organization of the customer’s
virtual resources.

FIG. 51 is an example flow diagram 1100 for performing
ISO image mounting. As context, once a virtual machine is
created, an operating system needs to be loaded on to the
virtual machine. The disclosed ISO mounting feature allows
a user to take an image of a CD (which is on the user’s local
machine and remote from the environment) and begin to
load an operating system or a piece of software on to the
remote virtual environment. It is noted that an ISO image is
an archive file of an optical disc, whose format is established
by the International Organization for Standardization (ISO).

In the example flow diagram 1100, the method begins at
1102. At step 1104, a device (e.g., a virtual server) is selected
for ISO mounting. The available devices that can be made
available to a user for selection are determined, in this
example, according to server configuration data contained in
a CMDB 1106. At step 1108, the device (which was selected
in step 1104) is powered on. Step 1110 allows the user via
a graphical user interface to click on a connect option, and
at step 1112, the ISO image is selected from a drop-down
box, such as through a drop-down box labeled “CD/DVD.”

At step 1114, the user clicks the mount option, and at step
1116, the user clicks the browse option. At step 1118, the ISO
file is selected and is opened at step 1120 by being clicked
upon through the open option provided by the graphical user
interface. If the desired ISO file has been selected, then the
user clicks on the OK option at step 1122. Step 1124 allows
the user to click on the Ctl+Alt+Delete option, and the
CMDB 1106 is then updated at step 1126 with the new
configuration. The method completes its processing at 1128.
It should be understood that similar to the other process
flows contained herein, the order of the steps can be altered
and modified and still provide the desired result.

This feature has many uses, such as in a situation where
users (e.g., customers of a cloud environment) have their
own respective internal IT and application standards and
they wish to mount virtual machines with varying configu-
rations. This feature removes the requirement that the owner
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of the cloud environment must individually configure each
customer’s machine or at least the perception that a cus-
tomer is locked into the owner’s specific configuration.
Instead, an individual customer is enabled to configure a
blank VM, within the cloud, in real time to their own
individual specification and requirement (e.g., their own
operating system, applications, etc.). As shown by the fore-
going, this feature can operate within a multi-tenant envi-
ronment and secure one customer’s configuration and data
from being accessed in an unauthorized manner by a dif-
ferent customer.

FIGS. 52-57 depict graphical user interface screens 1200
for ISO mounting. In FIG. 52, a devices tab 1202 has been
activated to show available devices. In this example, a user
selects the device “EWeb12” 1204 for ISO mounting and the
device’s information from the CMDB is shown within
window region 1206. After the EWeb12 device is powered
on, the user clicks on the connect button 1208.

After the connect button 1208 is activated, the graphical
user interface of FIG. 53 is shown to the user so that an ISO
image can be selected from the “CD/DVD” drop-down box
1220. After the mount button 1222 is activated by the user,
the graphical user interface of FIG. 54 is shown to the user.
More specifically, window 1230 is shown to the user so that
the user can select an ISO image from a particular location
(e.g., a local or network drive).

When the user clicks on the browse button 1232, the
graphical user interface of FIG. 55 is shown to the user.
Through the graphical user interface of FIG. 55, the user can
select an ISO image to upload. In this example, the ISO
image to be uploaded is “test.iso.” After the ISO image is
selected, the user is shown the graphical user interface of
FIG. 56 which indicates the selected ISO image. The user
completes the file selection process by clicking the OK
button 1234.

After clicking the OK button 1234, the user is shown the
graphical user interface of FIG. 57 to complete the ISO
mounting process. The user activates the Ctl+Alt+Delete
option 1240 and then the CMDB is updated with the new
configuration.

FIG. 58 is an example flow diagram 1300 for creating a
blank server. The method begins at 1301. At step 1302, the
user selects the option to create a blank server which allows
the user to specify characteristics of a blank server to be
created. At step 1304, the user selects an operating system
family, such as Windows, Linux, etc. Furthermore, the user
provides additional characteristics, such as the following:

an operating system version at step 1308

a server name at step 1310

number of processors at step 1312

desired memory at step 1314

desired system disk size at step 1316

network at step 1320

In this example, data from the CMDB constrains which
data options a user can provide for the information obtained
via steps 1304, 1308, 1312, and 1318.

Steps 1320 and 1322 allow a user to select respectively a
row and a group within which the created blank server is to
be placed. For example, a user can indicate that the created
blank server should be placed in the “Web servers” row
under the “test” group.

After the user clicks the agreement checkbox at step 1324,
the user then activates the deploy option so that the created
blank server can deployed. Steps 1328 and 1330 then
respectively update the devices and the CMDB 1306.

FIGS. 59 and 60 depict graphical user interface screens
1340 for creating a blank server. In FIG. 59, the devices tab
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1342 has been activated. By clicking on the create button
1344, a blank server creation process is initiated by the user.
The graphical user interface of FIG. 60 depicts multiple
fields within which a user can designate characteristics about
the blank server to be created. In this example, the user has
provided the following information:

Windows as the operating system family at 1350

Microsoft Windows NT 4 as the version at 1352

Test123 as the server name at 1354

one processor at 1356

64 MB of memory at 1358

1 GB of system disk size at 1360

10.153.8.48/28 (INT_153) as the network at 1362

Web Servers as the row at 1364

Test as the group at 1366
After the user has assented to the agreement by clicking on
the agreement checkbox 1368, the user can click the deploy
button 1370 in order to have the blank server created and
deployed with the specified characteristics.

FIGS. 61A and 61B are an example flow diagram 1400 for
copying a server. The method begins at 1402. The user at
step 1404 selects a desired server to copy and clicks the copy
button at step 1408. At step 1410, the system displays
characteristics about the desired server to copy. The char-
acteristics information of the server is obtained from the
CMDB. Processing continues after the user selects at step
1412 the “next” button. The user provides additional infor-
mation for use in copying the server, such as the following:

the desired network at step 1414

the desired IP address at step 1416

the primary DNS server (if applicable) at step 1418

the secondary DNS server (if applicable) at step 1420
Processing continues at step 1424 after the user selects the
“next” button at step 1422. At step 1424, the user enters the
desired server name and selects the row and group within
which the copied server is to appear. In this example, data
from the CMDB 1406 constrains what options a user can
provide for the information obtained via steps 1404, 1414,
1416, and 1426. Processing continues at step 1430 after the
user selects the “next” button at step 1428. In step 1430, the
user reviews the details of the servers that have been stored
in the CMDB 1406.

At step 1432, the user clicks the power-on server check-
box if desired and further clicks the agreement checkbox at
step 1434. The user then activates at step 1436 the deploy
button to create, based upon the information specified by the
user, the copy of the server. The CMDB 1406 is updated at
step 1438 with the copied server information before pro-
cessing completes at 1440.

This feature has many uses, such as in a situation where
a customer has established a master version of its virtual
machine and would like to replicate it relatively effortlessly
into multiple copies. This feature can operate within a
multi-tenant environment and secure one customer’s con-
figuration and data from being accessed in an unauthorized
manner by a different customer.

FIGS. 62-66 depict graphical user interface screens 1450
for copying a server. In FIG. 62, the devices tab 1452 has
been activated to show available devices. In this example, a
user selects the device “RHELS-Web” 1454 for copying,
and the device’s information from the CMDB is shown
within window region 1456. To begin the server copying
process, the user clicks on the copy button 1458. The
graphical user interface of FIG. 63 shows the details of the
server which is to be copied, such as the name of the server,
operating system, licensing costs, number of processors,
memory amount, and disk usage amount.
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The graphical user interface of FIG. 64 is shown to the
user so that the user can provide server information for the
server copying process to occur. In this example, the user has
specified that the following network is to be used:
10.122.136.0/27 (INT_151). The user has also specified that
the IP address to be used is: 10.122.136.3.

The graphical user interface of FIG. 64 has been config-
ured in a wizard-like manner. For example as shown at 1470,
the user is apprised of the progress with respect to the
process of copying the server. A check mark at 1470
indicates steps in the wizard that have already been com-
pleted, whereas a down arrow indicator signifies the current
step of the process that needs to be completed. The remain-
ing indicators at 1470 signify the steps which will occur after
the user clicks the next button 1472.

As the next step in the process, the graphical user inter-
face of FIG. 65 is shown to the user so that the user can
provide name and location information. In this example, the
user has specified that the server name is “Cojo123” and that
the copied server is to appear in the following row/group:
“Jason’s Row”/“Test.”

The last step in the process is for the user to review and
save the values provided by the user. In FIG. 66, after the
user indicates at 1480 whether the server is to be powered on
when created and after the user indicates at 1482 assent to
the agreement, the user can click the deploy button 1484 to
have the server copied.

FIG. 67 is an example flow diagram 1500 for performing
role-based security. The process flow illustrates how an
administrator can invite others to utilize the resources within
a cloud environment, while specifying what level of access
they should have (e.g., permission to only read the infor-
mation on the device, permission to modify parameters on
the device, etc.). The method begins at 1502. In this
example, a new user is to be added with security character-
istics being specified with respect to the new user.

To indicate to the system that a new user is to be added,
the “add user” button is selected at 1504. The CMDB 1510
provides a list of customer contacts from which a new user
might be selected.

If it is determined at decision step 1506 that the user to be
added is in the CMDB 1510, then the new user’s name is
provided by the CMDB 1510 as the new user to be added.
After step 1506, processing continues at decision step 1514.
However if it is determined at step 1506 that the user to be
added is not in the CMDB, then the new user’s name is
manually specified. Processing continues at decision step
1514.

At decision step 1514, a determination is made as to
whether to enable multi-factor authentication for the new
user. If multi-factor authentication is not to be enabled, then
processing continues at step 1518. However if multi-factor
authentication is to be enabled, then a primary phone num-
ber is entered at step 1516 before processing continues at
step 1518.

At step 1518, the user role is selected. A list of which user
roles are acceptable for use in step 1518 is provided by the
CMDB 1510. For example, if the user role is “other,” then
the access level (e.g., no access, read-only access, or user
access) is selected for the new user at step 1524, and an
option is presented to determine whether to allow billing
access for the new user (if applicable). If the user role is
“administrator,” then processing continues at step 1522.

After this data is provided, the invite option is clicked
upon at step 1522, which triggers an update at step 1528 of
the user information within the CMDB 1510. Also, an
invitation e-mail is sent to the user at step 1530 before
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processing ends at 1532. As shown by the foregoing, this
feature allows a customer to specify, within a cloud envi-
ronment, its own level of security for its different users as
well as specify if a particular user has access to billing
information.

FIGS. 68-70 depict graphical user interface screens 1540
for performing role-based security. In FIG. 68, users tab
1542 and checkbox 1544 have been activated, which results
in only the active users being displayed in the graphical user
interface. The names of the active users are shown in column
1546 as well as the following information: email address in
column 1548, the user’s role in column 1550, a last login
date and time in column 1552, and an active status indicator
in column 1554. To start the process of adding a user, the add
user button 1556 is activated.

FIG. 69 displays a graphical user interface for adding a
new user. In this example, a user can be selected from the
company contact list at 1560 or a new user can be selected
at 1562. If the user is selected from the company contact list,
then the user’s information stored in the CMDB can be used
to populate the fields at 1564, otherwise this information
may be manually entered. A checkbox 1566 indicates
whether multi-factor authentication is to be enabled for this
particular user. Additionally, this user interface allows a
primary phone to be indicated at 1568 as well as the role of
the user at 1570 (e.g., an administrator role, other role, etc.).

FIG. 70 displays a graphical user interface wherein the
“other” user role option has been selected at 1570. This
results in the display of region 1572 within the graphical
user interface. Within region 1572, the access level (e.g., no
access, read-only access, etc.) as well as billing access can
be respectively specified at 1574 and 1576.

FIG. 71 is a block diagram depicting a computer-imple-
mented system for providing resource capacity on demand
to user applications. A user may enter into a contract with a
virtual platform provider for the ability to utilize up to a
certain amount of resources on the provider’s one or more
servers for a flat rate. For example, a user may pay a flat rate
per month for the ability to use 4 GHz of processing power,
20 GB of random access memory, and 180 GB of hard drive
memory space. The user may utilize these resources in many
different ways, which may result in the user needing a
varying amount of resources at one or more points in time.
For example, the user may utilize the paid-for resources to
run an online shopping application that sells goods or
services over the Internet. For most of the year, the paid-for
resources are sufficient for successfully running the online
shopping application. However, for certain days or periods
of the year (e.g., the day after Thanksgiving, the last week
before Christmas, the month of December), demand for
access to the online shopping application and associated
back-end databases may be much greater. As another
example, a user may utilize the paid-for resources to run a
company website. When that company suddenly comes into
the news (e.g., the company is bought out by a large
multi-national competitor), the company website may have
a very large spike in accesses.

These increased demands may require more resources
than the user has paid for via the flat rate contract. While the
user has agreed to pay the flat rate for the agreed to
resources, rather than experience a slowdown or crash in
application functionality, the user may desire to pay for
additional resources from the virtual platform provider as
needed during times of increased resource demand to better
ensure application performance Such capability may be
provided to a user by the enabling of burst mode operations.
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With reference to FIG. 71, a user 7102 may contract with
a virtual platform provider to provision a virtual environ-
ment 7104 within a resource pool 7106 (e.g., resources
contained on one or more servers of the virtual platform
provider) on which to run user applications, such as a user’s
online shopping application. The user may contract to pay a
flat rate for a certain amount of processing power 7108, hard
drive memory storage 7110, as well as random access
memory 7112. The user may additionally contract for the
ability to use burst mode for use when additional resources
beyond those provided for in the flat rate contract are needed
by an application in the virtual environment. Via the burst
mode, those additional resources are provided from the
resource pool 7106 to the user’s virtual environment 7104.
The usage of additional resources in burst mode is metered,
as depicted at 7114. The metering values may be tracked as
usage tracking 7116 and stored as burst usage data 7118. The
burst usage data 7118 may be utilized by a charging module
7120 that may bill the user 7102 based on the burst resource
usage above that provided by the flat rate. For example,
samples of the virtual environment’s 7104 resource usage
may be taken during metering and averaged to identify an
average burst resource usage. A user may then be charged
based the average burst resource usage. For example, a
user’s flat rate contract may provide for random access
memory usage at $10 per GB per month, and burst rate usage
may be charged at $15 per GB per month used by the virtual
environment 7104.

In some examples, a virtual environment 7104 may be
permitted access to any resources available in the resource
pool 7106 that are not spoken for by other virtual environ-
ments. In other configurations, the metering 7114 may also
be used in determining whether a user is permitted to be
allocated more resources during burst operations. As indi-
cated at 7122, a virtual environment may be limited in the
amount of burst resources that it may consume. Such a limit
prevents a virtual environment 7104 from using too much of
the resource pool 7106, such that other user’s environments
do not have sufficient resources. Thus, in one example, each
virtual environment may be guaranteed at least a certain
threshold (e.g., 30%) of burst resource availability. In other
words, the virtual environment 7104 may be guaranteed
access to 130% of its flat rate contract allocations of pro-
cessing power 7108, hard drive memory storage 7110, and
random access memory 7112 in burst mode. Additional
resources above the guaranteed threshold may then only be
available if the resource pool has enough resources to meet
all other virtual environments’ guaranteed resource
amounts.

FIG. 72 is a flow diagram depicting the allocation of burst
mode resources to a virtual environment. At 7202, the one or
more servers housing the resource pool detects that a tenant
virtual environment has a resource requirement increase to
keep up with current usage demands. At 7204, the servers
allocate additional resources to the tenant virtual environ-
ment, up to the amount of the virtual environment’s guar-
anteed threshold value. For example, a virtual environment
having a 100 GB hard drive memory base allocation may be
guaranteed and allocated up to 130 GB of hard drive storage
during a burst mode. The resource pool system tracks the
burst resource usage at 7206 so that the user may be billed
for the burst usage accordingly. At 7208, the system may
detect a further tenant resource requirement increase. For
example, the user’s virtual environment may require 150 GB
of hard drive storage memory. In such a case, the system
determines the availability of additional resources based on
the current status of the resource pool 7210.
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For example, the system may look at the size of the
resource pool, the number of virtual environments using the
resource pool, and the guaranteed resource thresholds for
each of those virtual environments. If the resource pool
contains sufficient resources so that other virtual environ-
ments may be allocated their guaranteed burst resources
even if the requesting virtual environment is provided with
resources beyond its guaranteed resource threshold, then the
request may be granted. Otherwise, the request may be
denied. In another example, a statistical method may be
utilized to predict the maximum number of virtual environ-
ments that can be expected to utilize their burst resource
budgets at a time (e.g., based on past performance or other
data), and requests for resources beyond a virtual environ-
ment’s guaranteed resource threshold may be granted if the
resource pool has enough resources to fulfill the maximum
expected resource needs following granting of the request.

As shown in FIG. 72, upon granting of a request for
resources beyond a guaranteed resource threshold, the sys-
tem allocates the additional resources at 7212 and tracks
usage of the additional resource. If sufficient resources are
not present in the resource pool, then the additional resource
request may be denied at 7214.

FIG. 73 is a flow diagram depicting the allocation of burst
mode resources to a virtual environment including a check
to see if burst mode is enabled. At 7302, the system detects
a tenant resource requirement increase. At 7304, the system
determines whether burst mode for the needed resource is
activated. Burst mode may be turned on or off for all
resources or resources individually (e.g., processing power,
hard drive memory space, random access memory), and
burst mode may require administrator approval to be made
available as a user option. If burst mode is not activated for
a resource for which the resource requirement increase is
detected, then additional resources are denied at 7306. If
burst mode is activated for the resource associated with the
request, then additional resources are allocated at 7308 up to
the guaranteed resource threshold amount, and burst
resource usage is tracked at 7310. Further tenant resource
requirement increases may be detected at 7312. The system
may determine the availability of additional resources based
on the status of the resource pool at 7314. If sufficient
resources are available, then additional resources may be
allocated and tracked at 7316. If sufficient resources are not
available in the resource pool, then the additional resources
may be denied at 7318.

FIG. 74 is a block diagram depicting an example random
access memory allocation of a resource pool 7402. The
resource pool contains 1000 GB of random access memory,
as indicated at 7404. Each of the nine user virtual environ-
ments 7406 contain a user application and have a base
allocation of 100 GB of random access memory, as may be
detailed by contract. Such allocations use up 900 GB of the
1000 GB of random access memory contained in the
resource pool, leaving 100 GB of random access memory
available for burst modes and additional free-for-all access,
as indicated at 7408. If the guaranteed resource threshold is
set at 10%, then each of the nine virtual environments are
guaranteed access to 110 GB of random access memory. If
one of the virtual environments needs more than 110 GB of
random access memory, then a determination is made as to
whether such a request should be granted. The system may
determine the amount of resources that will remain in a
worst case scenario where all virtual environments that have
burst mode activated need their guaranteed resource thresh-
old amounts of 110 GB of random access memory. Assum-
ing all virtual environments have burst mode activated, then



US 9,479,394 B2

35

90 GB of the burst plus free-for-all pool 7408 is already
reserved. This leaves 10 GB of random access memory
available for access beyond the 110 GB guaranteed resource
threshold on a first come first serve basis.

FIG. 75 is a flow diagram depicting the enabling of
capacity on demand (burst mode) capabilities. Current set-
tings for a virtual environment are received at 7502 from the
configuration management database (CMDB) 7504 and pro-
vided to a user via an interface. In one example, three levels
of access to change virtual environment settings may be
provided to a user. An administrator level permits access to
change all configuration settings and permits the setting of
permission levels and allowable parameter settings for other
users. For example, as indicated at 7506, in one configura-
tion, an administrator must explicitly allow a bursting option
for each customer’s virtual environment. Other configura-
tions may allow bursting by default. A user level of access
permits access to change some or all settings for a virtual
environment, and a read-only level access permits viewing
but does not allow the changing of settings for a virtual
environment. The user selects the desired environment for
which to view settings at 7506 and is provided a view of the
current processor and/or memory settings 7508. Should a
user have sufficient permissions, the user may choose to
enable bursting capabilities, such as for random access
memory usage, by clicking the enable burst option at 7510.
The user confirms this decision at 7512, and the configura-
tion management database 7504 is updated at 7514. Upon
confirmation, burst mode is enabled at 7516, which may be
confirmed by a display of the current processor and/or
memory settings 7508.

FIG. 76 is a flow diagram depicting the disabling of
capacity on demand (burst mode) capabilities. Current set-
tings for a virtual environment are received at 7602 from the
configuration management database (CMDB) 7604 and pro-
vided to a user via an interface. A user is provided a display
of the current state of the processor and/or memory 7606,
and a user with sufficient permissions may choose to disable
burst mode for one or more resources at 7608. The user is
provided with a confirmation window at 7610, and upon
confirming the disabling of burst mode, the configuration
management database 7604 is updated at 7612. Burst mode
is then disabled at 7614, which may be confirmed via a
display of the status of the processor and/or memory 7606.

FIG. 77 is a configuration page provided to a user having
an administrative level of access. The configuration page
7700 displays details of a virtual environment called “ABC
Environment.” The details of the servers and resources on
which the virtual environment is housed are detailed in the
Virtual Center, Cluster, and Resource Pool data provided at
7702. Usage, allocation, and purchase statistics for the
virtual environment are provided at 7704. An option for
whether bursting should be permitted for the virtual envi-
ronment is provided at 7706. Based on the current state of
the virtual environment, bursting cannot be turned off by the
administrator because the virtual environment is currently in
burst mode with respect to memory usage. In some configu-
rations, burst mode may be toggled on or off by an admin-
istrator regardless of the current state of a virtual environ-
ment.

FIG. 78 is a screenshot of a virtual environment status
interface provided to a user. The interface displays the
current state of processing usage at 7802, memory usage at
7804, and hard drive storage at 7806. None of the resources
are currently in a burst mode. However, random access
memory usage has burst mode enabled. Toggle buttons are
provided at 7608 and 7610 for enabling burst mode for
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processing and disabling burst mode for memory usage,
respectively. Upon clicking the disable burst mode button
for memory usage at 7810, a confirmation alert may be
provided as shown in FIG. 79. The confirmation alert
describes the possible consequences of the current configu-
ration change, including a degradation of system perfor-
mance, and offers an opportunity for the user to change this
decision. Upon confirmation, burst mode for random access
memory usage is disabled, as depicted in FIG. 80.

FIG. 81 displays the current state of the virtual environ-
ment after disabling burst mode for memory usage. FIG. 81
also highlights the selection of the enable burst button for
processor usage at 8102. Upon selection of the enable burst
button for processor usage 8102, a user is provided a
confirmation alert, as shown in FIG. 82. The confirmation
alert describes the consequences of the current configuration
change, including the possibility of incurring additional
charges to the user’s account, and offers an opportunity for
the user to change his decision. Upon confirmation, burst
mode for processing power is enabled, as depicted in FIG.
83.

FIG. 84 is a screenshot depicting the status of a virtual
environment that is bursting with respect to random access
memory usage. The memory status display depicts a current
memory usage of 55,366 MB, while only 20,480 MB of
memory are currently purchased, such as via a flat-rate
periodic agreement. The current memory usage is 271% of
the purchased amount of memory. The memory usage dis-
play also highlights the average burst memory usage above
the purchased amount of memory for the month of 7487.09
MB. FIG. 85 depicts further details of memory usage,
including a display of memory usage trends over the past 24
hours at 8502. The memory usage trend 8502 plots the
memory usage including the memory usage’s relationship to
the purchased amount of memory at 8504. The memory
usage details page 8500 also displays the virtual environ-
ment activities that are using memory at 8506. The activity
details display 8506 offers a detailed picture of the memory
usage to a user, which may be useful for system monitoring
or debugging efforts to reduce memory usage and virtual
environment operating cost.

FIG. 86 is a flow diagram depicting an example process
for maintaining audit records of actions taken related to a
virtual environment. For example, an audit record may track
a variety of data including identification of actions taken in
a virtual environment, which users are associated with the
actions taken, what devices in the virtual environment are
involved in the actions, as well as other data. The audit data
may be collected and stored in the configuration manage-
ment databases. Tracking of such data can be useful for
security, accountability, and other applications. While such
process monitoring may be useful in a cloud computing
environment, the difficulty of such tracking is exacerbated
by the non-centralized nature of a cloud computing envi-
ronment where multiple users may be performing actions on
multiple different physical machines, perhaps simultane-
ously.

At 8602, a user logs into a virtual environment manager.
An identification of the user logging in and whether that
login attempt was successful or not are stored as audit data
in the CMDB 8604. Additional data may also be captured,
including an identification of which virtual environment the
user attempted to access, the date and time of the attempted
login, as well as other information.

An administrator or other user with sufficient access is
able to view a user login audit log at 8606. The user login
audit log 806 is populated with data from the CMDB 8604.
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Such data may include date/time information related to
logins, user identification information such as the person’s
name and user name, actions that were attempted, and
details of the login attempt. For example, the user login audit
log 8606 may be populated with login data identifying
whether logins were successful or failed, as identified at
8608.

Audit records may also be tracked related to tasks
attempted and completed by a user. At 8610, when a user
attempts or completes a task, data related to that action is
stored in the CMDB 8604. Audit data retained may include
an identification of the user, an identification of the action
attempted, device(s) in the virtual environment affected by
the requested action, an identification of the success or
failure of the action, a date and time associated with the
action, an action start time and an action completion time, as
well as other data.

An administrator or other user with sufficient access is
able to view a task log at 8612. The task log 8612 is
populated with data from the CMDB 8604. Such data may
include an item related to the task, the requested task, the
status of completion of the task, a user requesting the task,
as well as dates and times related to the task. Example tasks
that may be tracked include creating, copying, or deleting a
server, configuring a server, powering on or off a server,
shutting down a server, adding or removing a node, as well
as other tasks.

FIG. 87 is a screenshot depicting an example user login
audit log. The user login audit log display 8700 is a
searchable display that depicts dates/times of attempted
logins, the requesting user’s name, the requesting user’s
e-mail address, an identification of the success or failure of
the attempted login, as well as comments or details regard-
ing the attempt.

FIG. 88 is a screenshot depicting an example general task
log. The general task log 8800 depicts tasks attempted and
performed for all or a selection of devices in a virtual
environment. The general task log 8800 identifies an
impacted item, a requested task, a report on the status of the
requested task, an identification of a requesting user, as well
as a start time and an end time for execution of the requested
task.

FIG. 89 is a screenshot depicting a device task log. The
device task log 8900 depicts a record of tasks attempted and
performed related to a specific device in a virtual environ-
ment. The device task log identifies a task requested, the user
requesting the task, the start time and end time for execution
of the task, as well as a comment regarding the success or
failure of the execution of the task.

FIGS. 90A and 90B is a flow diagram depicting an
example process for providing quotes and other financial
data to a user in an appropriate currency for that user within
a virtual environment. A quote or other financial data can be
provided with a proper currency type indicator (e.g., $, F, £,
€). A quote or other financial data may also be provided on
a display in a different currency than how that data is stored
in a database via a currency conversion.

At 9002, an organization record is generated for an
organization that will utilize a virtual environment. Among
the options selected for the organization during generation is
the organization’s desired currency. The organization’s cur-
rency selection is stored in the CMDB 9004. Example
currency options are depicted at 9006 and include the U.S.
dollar, the UK. Pound, the Spanish Peseta, and the French
Franc. A price quote may be provided to an organization at
9008, where, in generating the quote, the currency identifi-
cation symbol is automatically populated based on data from
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the CMDB 9004. For example, if the CMDB identifies the
organization as preferring to work in U.K. Pounds, then the
quote price would be identified by a £ symbol. Additionally,
if a quote price is entered or stored in a database in another
currency, then the quote may be provided in the organiza-
tion’s preferred currency following a currency conversion
calculation.

The quote may be saved in the CMDB 9004 at 9010. A
product container may be generated at 9012, and additional
components may be added for the organization. Pricing for
the additions to the product container may be saved and
submitted to the CMDB at 9014. Upon approval of the quote
by a user at 9016, a virtual environment is created and
activated at 9018 based upon the terms agreed to in the
quote. Upon logging into a virtual environment manager at
9020, a number of displays 9022 are available in the
preferred currency associated with the organization.
Example preferred currencies are depicted at 9024. Example
screens that can display values in preferred currencies are
depicted at 9026 and include screens for enabling burst
capabilities, creating a server, a server summary, a billing
summary, metered usage, and a contract network upgrade.

FIGS. 91A and 91B are a screenshot of an example
display for inputting data for a new organization. In addition
to entering data regarding name, address, and contact phone
numbers, a preferred currency type is selected at 9102. FIG.
92 is a screenshot depicting a display for generating a price
quote for an organization. The price quote generation dis-
play 9200 can be provided to an employee of the virtual
network provider. The employee may use the various con-
trols to create a proposed system setup to meet a user’s
needs. Upon generation of a quote using the quote genera-
tion display 9200, a generated quote can be provided to the
user for review. If the user agrees to the terms of the
generated quote, then the depicted virtual environment is
implemented. If the user does not agree, then the generated
quote could be referenced in further negotiations. The pre-
ferred currency for the organization is pre-populated at 9202
based on the preferred currency identified in the CMDB for
the organization. FIG. 93 depicts a screenshot for an
example display for creating a product container and adding
components. A product container can be created and popu-
lated with components to generate a proposed system setup
to be included in a price quotation to the user. FIG. 94
depicts a price list used to update a generated quote based on
components added to the product container for the virtual
environment. The prices in the price list may be depicted in
the preferred currency of the user based on data from the
CMDB.

Price data may be formatted in the preferred currency of
the user in other contexts as depicted in the examples of
FIGS. 95-97. While these examples depict price data in U.S.
dollars, other currencies may also be displayed according to
a user’s preferred currency. FIG. 95 is a screenshot depicting
a confirmation screen displayed to a user prior to the user
enabling burst processing. The price identified in the con-
firmation screen display, $275.00, is provided in the pre-
ferred currency of the user. FI1G. 96 is a screenshot depicting
a dialog for creating a new server. The licensing costs,
$246.00 per month, are provided to the user in the user’s
preferred currency. FIG. 97 is a screenshot depicting a
billing summary, wherein the costs depicted are displayed in
the preferred currency of the user or organization. For
example, the sub-total for Katya’s Test environment is
provided in U.S. dollars, Katya’s preferred currency, as
$8,242.00.
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FIG. 98 is a flow diagram depicting a process for incor-
porating a physical device into an environment containing
one or more virtual servers. At 9802, a quote is created for
an organization requesting that a physical device be incor-
porated into the organization’s virtual server environment. A
physical device may be any of a variety of devices that may
include a physical server, a network device, as well as other
devices. As noted at 9804, a physical device can be incor-
porated into a customer’s existing environment through the
use of an upgrade quote. The upgrade quote facilitates entry
of data into the CMDB 9806 when the quote is saved 9808
and provides a mechanism for providing pricing to the
customer for the addition of the physical device to the
environment.

At 9810, a product container is created and components
are added to the container. A container is a logical repre-
sentation of a physical device that is to be implemented. As
noted at 9812, there may be several containers within a
single quote. Information related to the physical device is
associated with the container to be incorporated and is input
to the CMDB 9806. Such information may include the type
of device and other specifications of the physical device to
be incorporated into the environment. The quote containing
one or more containers is saved, submitted, and approved at
9814. For example, a price for incorporating the physical
device into the network may be associated with the quote,
the quote may be provided to the organization, and an
approval of the quote may be received. The price may be
based on factors including the cost of buying/leasing the
physical device and a periodic cost for operating the physi-
cal device.

Upon approval of the quote, the organization’s environ-
ment is upgraded at 9816. Such an upgrade may utilize an
“Upgrade with physical devices” option on a graphical user
interface, as noted at 9818. Upgrading the organization’s
environment may include physically incorporating the
physical device into an environment that includes resources
for providing virtual servers. Physical incorporation may
include purchasing the physical device, installing the physi-
cal device, assigning an address to the physical device, and
testing the physical device. Once the physical device is
incorporated at 9816, the physical device may be provi-
sioned and setup tasks may be performed at 9820. The
provisioning and setup tasks 9820 surface the physical
device in the environment. Example setup tasks are depicted
at 9822 and may include adjustment of firewall settings as
well as provisioning the physical device which may include
a physical server, a physical storage device, a router, a high
availability router, or other physical device.

At 9824, the physical device status is updated to an active
state, and at 9826, the physical device is activated in the
environment such that the physical device is viewable in a
virtualization control system console provided to the orga-
nization, as indicated at 9828.

FIG. 99 depicts a graphical user interface including a
quote form that can be used to generate an update quote.
Data such as the organization name, pricing, and notes may
be entered into the quote form of FIG. 99. FIG. 100 depicts
a design tab of a quote form containing a product container
and a dialog for selecting a physical device to add to the
container. A product container 10002 creating a logical
representation of the physical device to be incorporated is
created and depicted. The dialog at 10004 then enables a
physical device to be selected from a list of physical devices
to be associated with the product container 10002. FIG. 101
depicts a graphical user interface showing a completed quote
form. Data related to the organization whose environment is
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to be updated and pricing information has been added to the
quote form, and the quote form is ready to be submitted as
indicated at 10102.

Upon submission of the quote and approval, the organi-
zation’s environment may be updated. FIG. 102 depicts a
graphical user interface for upgrading an environment with
physical resources. At 10202, an upgrade drop-down dialog
provides an option for upgrading the environment described
in the graphical user interface with a physical device. FIG.
103 is a graphical user interface depicting quotes associated
with the organization and the effect of the upgrade associ-
ated with the quote. As shown at 10302, one quote is
associated with the environment to be upgraded. The poten-
tial effect of that update is shown at 10304, where the
number of servers, storage, and routers will be increased by
the upgrade associated with the quote 10302 is indicated.
Settings regarding the activation date of the upgrade and
other quotes that are coterminous with the quote identified at
10302 are shown at 10306.

Once any steps necessary to physically incorporate the
physical device into the network containing physical
resources for facilitating virtual servers are complete, the
physical device may be provisioned and one or more setup
tasks may be executed. FIG. 104 depicts a graphical user
interface displaying a number of setup tasks that are cur-
rently in progress for incorporating a number of physical
devices into an environment. FIG. 105 depicts a graphical
user interface showing the completion of a number of setup
tasks that have been completed in incorporating a number of
physical devices into an environment. FIG. 106 depicts a
graphical user interface for updating the status of a physical
device. Once the physical device has been provisioned and
setup tasks have been completed, the physical device may be
noted as being active.

FIG. 107 depicts a graphical user interface for activating
a physical device in an environment. In activating the
physical device, a dialog 10702 is provided for identifying
a row and group with which the physical device is to be
associated. The row and group are an organizational tool for
visualizing an organization’s environment. FIG. 108 is a
graphical user interface depicting a plurality of physical
devices in the “Physical Devices” row and the “Physical
Devices” group.

FIG. 109 depicts a computer-implemented method of
incorporating a physical device into an environment con-
taining one or more virtual servers associated with a physi-
cal server, disk drive, and networking resources via a
virtualization control system that partitions physical
resources into virtual resources including a virtual processor,
memory, and storage resources. At 10902, a container object
is generated for a physical device to be incorporated into the
environment containing one or more virtual servers, where
the container object comprises a logical representation of the
physical device to be incorporated. At 10904, the physical
device is provisioned into the environment by associating
the physical device with the container object, and at 10906,
the physical device is activated in the environment such that
the physical device is viewable via a virtualization control
system console along with the one or more virtual severs
also contained within the environment.

FIG. 110 is a block diagram depicting an apparatus for
managing an environment containing one or more virtual
servers associated with a physical server, disk drive, and
networking resources via a virtualization control system that
partitions physical resources into virtual resources including
a virtual processor, memory and storage resources. The
apparatus includes a computer readable memory 11002 that
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stores data structures. The data structures include a container
record 11004 that is associated with a customer. The data
structures further include a plurality of resource entity
records 11006. Each resource entity record is associated with
an environment record, and each resource entity record is
associated with a virtual resource or physical device. A
virtual resource is associated with a physical server, disk
drive, and networking resources via a virtualization control
system that partitions physical resources into virtual
resources including a virtual processor, memory and storage
resources. A resource entity record associated with a physi-
cal device identifies the physical device by an address, and
the resource entity records enable virtual resources and
physical devices associated with a same environment record
to communicate on a single network.

FIGS. 111A and 111B are a flow diagram depicting a
process of creating a virtual server using a template. A
logical template describes a number of configurable settings
for a virtual environment. At 11102, a new logical template
is created. As noted at 11104, the configurable settings for
the logical template may include an operating system selec-
tion, a license key, a storage amount, and a network adapter.
A logical template may also be associated with a template
family, a template category, and a template author for
organizational and search purpose. For example, a template
may be associated with the Windows family, the web servers
category, and may identify Provider A as an author. Using
these associations, one seeking a template for creating a new
virtual server could locate the template by searching based
on that template family, category, and author. A template
may also be identified as private or public, wherein a public
template is viewable to all, while a private template is
limited in who is able to view the template. Upon creation,
the new template may be saved 11106 in the CMDB 11108.

Additional components may be added to the template at
11110. For example, a Microsoft Exchange Component or an
SQL component may be added to the template. In this
manner, pricing for a system according to the template may
be calculated based on the configurable settings and further
based on the added components. The template may be saved
again at 11112 and may be activated at 11114, such that
physical templates may be associated with the logical tem-
plate.

At 11116, one or more physical templates are associated
with the logical template, such that a one-to-many relation-
ship exists between a logical template and associated physi-
cal templates. A physical template is a server configuration
(e.g., operating system, storage amount, and network adapt-
ers) associated with a particular location. For example, a
physical template may represent an available server con-
figuration at a particular physical resource location. For best
performance, it is often desirable for an organization to be
able to select a location for the physical resources for virtual
servers. This desired location may be close to some or all of
the organization’s operations or close to some or all of the
organization’s customer’s locations, or be based on other
factors. Listing all of the available physical templates at all
of the available locations for the user to choose from could
be confusing to a user. Thus, the logical templates are
available as an abstraction, where the organization can select
a template that recites parameters for their new virtual server
and a desired location, and the virtualization control system
can select a physical template for implementing that virtual
server without the confusion of a long list of physical
templates.

The associations between logical templates and physical
templates are saved at 11120, and the logical templates are
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made visible at 11122 to organizations for selecting. For
example, as indicated at 11124, an organization may select
a desired operating system, and available logical templates
may be displayed. An organization may access a virtualiza-
tion control system console at 11126 and complete the create
server process at 11128 by selecting a logical template via
search mechanisms, as shown at 11130. Upon selection of a
logical template and selection of a location or through use of
a default location such as a closest location, a virtual server
may be deployed at 11132 using a physical template asso-
ciated with the selected logical template and the location.

FIG. 112 depicts a graphical user interface for defining a
local template. The logical template includes a specification
of'the name of the logical template, the operating system, the
license key, a storage amount, a number of network adapters,
as well as a template family, template category, and template
author. The logical template definition window also includes
toggles for indicating whether the logical template is active
and whether the logical template is private. If switched to
private, additional options may be provided for identifying
to whom the logical template should be visible. FIG. 113
depicts a graphical user interface displaying a listing of
logical templates along with indicators as to whether those
logical templates are active.

FIG. 114 is a graphical user interface depicting compo-
nents added to a logical template. In this example, an
Exchange 2000 component has been added to a selected
logical template. Components may be added or removed
using the depicted controls. FIG. 115 depicts a graphical
user interface where a depicted logical template has been
identified as being active.

FIG. 116 is a user interface for associating logical tem-
plates with physical templates. In FIG. 116, the Windows
2003 Standard R2 SP2 (32-bit) logical template has been
associated with one physical template located at cluster
MIA90001VCL2205 in Miami. Additional physical tem-
plate associations may be added such that the relationships
between the logical template and the physical templates are
one-to-many. After a logical template has been associated
with one or more physical templates, the logical template
may be made visible to an organization, where it can be
selected for creating a new virtual server according to the
specification of the logical template using an associated
physical template.

FIG. 117 is a flow diagram depicting a computer-imple-
mented method of creating a virtual server using a template,
where the virtual server is associated with a physical server,
disk drive, and networking resources via a virtualization
control system that partitions physical resources into virtual
resources including a virtual processor, memory, and storage
resources. At 11702, a logical template definition is
received, where the logical template definition specifies an
operating system, a disk storage amount and a network
parameter. At 11704, the logical template definition is acti-
vated, where activating the logical template definition maps
the logical template definition to a plurality of physical
templates that meet the operating system, disk storage
amount, and network parameters required by the logical
template definition, where a physical template is associated
with a location. At 11706, a request to create a new virtual
server is received according to the logical template defini-
tion. The new virtual server is created at 11708 according to
the logical template by provisioning virtual resources
according to a physical template associated with the logical
template whose associated location is closest to a requested
location to create the new virtual server.
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FIG. 118 is a flow diagram depicting a computer-imple-
mented method of providing access to a virtual server
through a virtualization control system. A sole-user or a user
associated with an organization may log into a virtualization
control system to manage an environment containing one or
more virtual servers and/or physical devices. For security
reasons, the entities in the environment may be on a private
IP address space and may not be accessible via a public
network such as the Internet. Thus, to access one of these
entities, a VPN connection is required. The CMDB contains
data related to entities contained within an environment. For
example, the CMDB contains data identifying all of the
virtual servers associated with an environment. The CMDB
may also be configured to store VPN login data for each of
those virtual servers. Thus, a user logged into the virtual-
ization control system could be provided with a mechanism
for automatically achieving a VPN connection without being
required to enter login information beyond the first login
information required to login to the virtualization control
system.

At 11802, a user logs into their enterprise cloud via the
virtualization control system using a first login. The virtu-
alization control system verifies the login based on data in
the CMDB 11804. After logging in, the user may click on the
VPN connect option, identifying a virtual server with which
the user wishes to connect. Any necessary downloads for
facilitating the connection are provided (e.g., if this is the
user’s first VPN connection), and a login screen requesting
data such as a user name and password is displayed at 11808.
The virtualization control system auto-populates the login
information, as described at 11810, and the login informa-
tion is verified and connection to the virtual server is
initiated at 11812. As noted at 11814, the system may
automatically start the authentication process and establish
the VPN connection using the user’s assigned SSL. VPN
username/password accessed from the CMDB 11804. A
confirmation of the VPN connection to the virtual server
may be displayed at 11816, and an icon showing the status
of the connection may be displayed in the system tray at
11818. After selection of the VPN connect option, a system
may be configured to require no additional input from the
user before the VPN connection is established. Upon request
from the user, the VPN connection may be disconnected at
11820. For example, the user may request a disconnection
by right-clicking on the SSL. VPN client icon in the system
tray and selecting a disconnect option, as described at 11822.

FIG. 119 is a graphical user interface where a virtual
server 11902, demo26-2, has been selected, and a VPN
Connect control 11904 has been activated. Upon receiving a
VPN connect request, a login screen, such as depicted in
FIG. 120, may be provided, and the login data (e g, a
username and password) may be populated after being
retrieved from the CMDB. FIG. 121 depicts a display that
may be provided while a VPN connection is being estab-
lished, and FIG. 122 depicts a screenshot of a connection
confirmation. FIG. 123 is a screenshot of a windows desktop
where a system tray icon is depicted at 12302 indicating a
VPN connection is currently established with a virtual
server.

FIG. 124 is a flow diagram depicting a computer-imple-
mented method of providing access to a virtual server
through a virtualization control system interface associated
with a virtualization control system that partitions physical
resources into virtual resources including a virtual processor,
memory, and storage resources for a virtual server. At 12402,
a first login to the virtualization control system is received
and authenticated. A selection of a virtual private network
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connect option is received at 12404. At 12406, a username
and password are automatically populated for a VPN login
based on the first login, and a connection to the virtual server
is initialized using the automatically populated username
and password, where access to the virtual server is provided
through a VPN connection.

FIGS. 125A and 125B are a flow diagram depicting a
computer-implemented method of branding a virtual envi-
ronment generation service provided by a first entity to
appear to be provided by a second entity. A service reseller
may wish to market and sell a virtualization control system
without providing the hardware and software to actually
implement the virtualization control system. Thus, the ser-
vice reseller may contract with a provider of a virtualization
control system to provide the implementation of the system,
while making the system appear to be provided by the
service reseller. A user would then be able to purchase
virtualization services from the service reseller without
knowledge that the implementation is being provided by a
separate entity.

A service reseller creates a new organization account with
the virtualization control system implementation provider at
12502. Account restrictions similar to other organization
accounts may be implemented as indicated at 12504, such as
a requirement that the email address associated with the
reseller account must be unique and cannot be used by
another account. The new account information is stored in
the CMDB 12506. At 12508 the organization account is
converted from prospect status to customer, and the cus-
tomer type may be set as a reseller, as shown at 12510.
Additional steps to complete the registration process may be
performed at 12512 and the reseller’s environment may be
activated at 12514. Upon activation, an invitation may be
sent to the reseller at 12516. As noted at 12518, an email
invitation may be sent to the email address associated with
the reseller account with a token for access to the reseller
branding portal.

The reseller is then able to access the branding portal at
12520. The reseller can then customize several options at
12522 so that customers to whom they are selling view
interface screens that represent the reseller and not the
virtualization control system while retaining the functional-
ity of the virtualization control system for the customer.
Example customizations are provided at 12524. For
example, a sign-in page can be customized with custom
browser title text, background colors, company logos, and
application logs. A virtualization control system console
workspace can have banner background/font color customi-
zations, logo customizations, and background/font color
customizations. E-mail templates may also be customized
such that communications to the customer will appear to
come from the reseller. For example, the from field, subject
fields, and body texts may be customized as desired by the
reseller.

The reseller may also provide IP information to the
virtualization control system provider so that the virtualiza-
tion control system provider can utilize the reseller’s public
address range in providing the virtualization control system,
further giving the appearance that the reseller is providing
the virtualization control system. The reseller provides the
IP information to the virtualization control system provider
at 12526. As noted at 12528, the IP information can include
a base URL to the reseller’s registered domain, a public
subnet that resolves to the base URL, and an IP address that
resolves to the public subnet. The virtualization control
system provider updates the reseller account with the IP
information at 12530. The virtualization control system may
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also be customized such that the virtualization control
system can be accessed by a customer through the reseller’s
public address range, such as through a URL of the reseller.

At 12532, the branding customizations made by the
reseller are applied to the virtualization control system such
that branding customization are visible to the reseller’s
customers, as indicated at 12534.

FIG. 126 is a graphical user interface for a branding portal
provided to a reseller for use in customizing the virtualiza-
tion control system interface for customers of the reseller.
The branding portal lists a number of customizations that are
available to the reseller and may also track the reseller’s
progress in making those branding customizations. FIG. 127
is a graphical user interface depicting an example branding
customization screen that may be provided to a reseller. The
customization screen includes controls for changing a num-
ber of options such as: window title text 12702, top banner
properties 12704, main window properties 12706, banner
graphic properties 12708, and sign-in box text properties
12710. By editing the customization options, the login
screen of FIG. 127 can be made to look like it is being
provided by Unplugged Systems, Inc., the reseller, when, in
fact, the implementation of the virtualization control system
may be provided by an entirely different entity.

FIG. 128 is a graphical user interface depicting another
branding customization screen. In FIG. 128, a virtualization
control system interface is customized with graphics, text
properties, background color properties, and other modifi-
cations to create the appearance that the virtualization con-
trol system is being provided by the reseller. FIGS. 129A and
129B are a graphical user interface depicting an email
branding interface. The email branding interface enables
automatic system email, such as those inviting a user to
register as an administrator for an environment, to be
customized such that it appears to be coming from the
reseller. Example customizations include return e-mail
address, subject, and email body text.

FIG. 130 depicts an example login graphical user inter-
face. The login user interface of FIG. 130 could be provided
to a customer of the reseller after the reseller implements the
branding customizations depicted in FIG. 127. FIG. 131
depicts an example virtualization control system interface.
The virtualization control system interface of FIG. 131
could be provided to a customer of the reseller after the
reseller implements the branding customizations depicted in
FIG. 128.

FIG. 132 is a flow diagram depicting a computer-imple-
mented method of branding a virtual environment genera-
tion service provided by a first entity to appear to be
provided by a second entity, where the virtual environment
generation provides a virtual server enabled by a virtualiza-
tion control system that partitions physical resources into
virtual resources including a virtual processor, memory, and
storage resources. At 13202, a request from a reseller is
received from the first entity to provide a virtual environ-
ment generation service. At 13204, access to a branding
customization portal is provided, and at 13206, customiza-
tion parameters for the virtual environment generation ser-
vice are received. At 13208, a customer request is received
to access the virtual environment generation service, and at
13210, the customization parameters for the virtual envi-
ronment generation service are incorporated to a customer
portal display prior to the first entity providing the customer
portal display, where the customization parameters incorpo-
rate brand features of the second entity in the customer
portal display that is provided by the first entity.
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While certain examples have been used to disclose and
illustrate one or more embodiments of the invention, includ-
ing the best mode, and also to enable any person skilled in
the art to make and use the invention, the patentable scope
of the invention is defined by the claims, and may include
other examples that occur to those skilled in the art.

It is further noted that the systems and methods disclosed
herein may be implemented on various types of computer
architectures, such as for example on a general purpose
computer or workstation, or on a network (e.g., local area
network, wide area network, or internet), or in a client-server
configuration, or in an application service provider configu-
ration. Also, the system’s and method’s data (such as
hierarchical dimensional data) may be stored as one or more
data structures in computer memory and/or storage depend-
ing upon the application at hand. The systems and methods
may be provided on many different types of computer
readable media including instructions being executable by a
computer to perform the system and method operations
described herein. The systems and methods may also have
their information transmitted via data signals embodied on
carrier signals (e.g., radio frequency carrier signals) or other
communication pathways (e.g., fiber optics, infrared, etc.).

The computer components, software modules, functions
and data structures described herein may be connected
directly or indirectly to each other in order to allow the flow
of data needed for their operations. It is also noted that a
module includes but is not limited to a unit of code that
performs a software operation, and can be implemented for
example as a subroutine unit of code, or as a software
function unit of code, or as an object (as in an object-
oriented paradigm), or as an applet, or in a computer script
language, or as another type of computer code. The com-
puter components may be located on a single computer or
distributed across multiple computers depending upon the
situation at hand.

It is claimed:
1. A method, comprising:
receiving, by a virtualization control system, a set of
parameters;
provisioning, by one or more processors of the virtual-
ization control system, a virtual environment, the pro-
visioning including:
provisioning a set of resources for the virtual environ-
ment, wherein an amount of resources, associated
with the set of resources, is based on the received set
of parameters;
monitoring resource usage of the virtual environment;
detecting that usage of at least one resource, of the
provisioned set of resources, exceeds a particular usage
threshold; and
enabling, by the one or more processors of the virtual-
ization control system and based on the detecting, a
burst usage mode for the virtual environment, the
enabling including:
provisioning an additional set of resources for the
virtual environment, wherein the additional set of
resources includes a greater amount of resources
than the amount of resources that are provisioned
based on the received set of parameters,
wherein the amount of resources, in the additional set
of resources, is limited to the greater of:
an amount of resources that is a predetermined
multiple of the amount of resources that are pro-
visioned based on the received set of para-
meters, or
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an amount of resources, in a pool of resources, that
are available to the virtualization control system.

2. The method of claim 1, wherein the set of parameters
specify at least one of:

an amount of processing resources,

an amount of memory resources, or

an amount of storage resources.

3. The method of claim 1, wherein the amount of
resources, in the additional set of resources, is limited to the
amount of resources that is a particular multiple of the
amount of resources that are provisioned based on the
received set of parameters.

4. The method of claim 1, further comprising:

determining the amount of resources, in the pool of

resources, that are available to the virtualization control
system, wherein the determining is based on a statis-
tical analysis of past usage of resources, in the pool of
resources, by other virtual environments.

5. The method of claim 1, further comprising:

charging a first billing rate for the set of resources

provisioned based on the received set of parameters;
and

charging a second billing rate for the additional set of

resources provisioned based on enabling the burst
mode, the second billing rate being different from the
first billing rate.

6. The method of claim 5, wherein the second billing rate
is higher than the first billing rate.

7. The method of claim 1, further comprising:

providing a display identifying cost data regarding costs

that will be incurred should burst usage mode be
activated; and

receiving, based on providing the display, confirmation to

enable burst usage burst mode,

wherein the enabling burst usage mode is further based on

receiving the confirmation to enable burst usage mode.

8. A method, comprising:

receiving, by a virtualization control system, a set of

parameters that specify:

a first amount of processor resources,

a first amount of memory resources, and

a first amount of storage resources;

provisioning, by one or more processors of the virtual-
ization control system, a virtual environment, the pro-
visioning including:
provisioning a second amount of processor resources
for the virtual environment, the second amount of
processor resources being greater than the specified
first amount of processor resources,
provisioning a second amount of memory resources for
the virtual environment, the second amount of
memory resources being greater than the specified
first amount of memory resources, and
provisioning a second amount of storage resources for
the virtual environment, the second amount of stor-
age resources being greater than the specified first
amount of storage resources;
charging, by the virtualization control system and based
on the provisioning, a first monetary amount, the first
monetary amount being a flat rate for the first amount
of processor, memory, and storage resources;

monitoring, by the one or more processors of the virtu-
alization control system and after provisioning the
virtual environment, usage of the processor resources,
the memory resources, and the storage resources of the
virtual environment;
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detecting, by the one or more processors of the virtual-
ization control system and based on the monitoring, an
excessive usage of at least one of the processor,
memory, and storage resources, the detecting including
at least one of:
detecting that usage of the processor resources exceeds
the first amount of processor resources,
detecting that usage of the memory resources exceeds
the first amount of processor resources, or
detecting that usage of the storage resources exceeds
the first amount of storage resources,
enabling, by the one or more processors of the virtual-
ization control system and based on the detecting, a
burst usage mode for the virtual environment; and
charging, by the virtualization control system and based
on enabling the burst usage mode, an additional second
monetary amount, the second monetary amount being
based on an amount of additional processor, memory,
or storage resources that are used by the virtual envi-
ronment under the burst usage mode,
the additional processor, memory, or storage resources
being an amount of processor, memory, or storage
resources that exceed the first amount of processor,
memory, or storage resources,
the second monetary amount being based on a rate that is
higher than the flat rate for the first amount of proces-
sor, memory, and storage resources.
9. The method of claim 8,
wherein the second amount of processor resources is
equal to the first amount of processor resources multi-
plied by a first factor,
wherein the second amount of memory resources is equal
to the first amount of memory resources multiplied by
a second factor, and
wherein the second amount of storage resources is equal
to the first amount of storage resources multiplied by a
third factor.
10. The method of claim 9, wherein at least two of the
first, second, and third factors are equal.
11. The method of claim 8, further comprising:
providing a display identifying cost data regarding costs
that will be incurred should burst usage mode be
activated; and
receiving, based on providing the display, confirmation to
enable burst usage mode,
wherein the enabling burst usage mode is further based on
receiving the confirmation to enable burst usage mode.
12. The method of claim 8, further comprising:
detecting an additional excessive usage of at least one of
the processor, memory, and storage resources, the
detecting including at least one of:
detecting that usage of the processor resources exceeds
the second amount of processor resources,
detecting that usage of the memory resources exceeds
the second amount of processor resources, or
detecting that usage of the storage resources exceeds
the second amount of storage resources;
determining whether additional resources are available, in
a pool of resources associated with the virtualization
control system; and
provisioning, when additional resources are available, and
based on detecting the additional excessive usage, the
additional resources for the virtual environment.
13. The method of claim 12, wherein determining whether
additional resources are available includes:
determining an amount of resources, in a pool of
resources, that are available to the virtualization control
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system, wherein the determining is based on a statis-
tical analysis of past usage of resources, in the pool of
resources, by other virtual environments.

14. A virtualization control system, comprising:

one or more memory devices storing a plurality of com-

puter-executable instructions; and

one or more processor devices configured to execute the

plurality of computer-executable instructions, wherein

executing the plurality of computer-executable instruc-

tions causes the one or more processor devices to:

receive a set of parameters;

provision a set of resources for a virtual environment,
wherein an amount of resources, associated with the
set of resources, is based on the received set of
parameters;

detecting that usage of at least one resource, of the
provisioned set of resources, exceeds a particular
usage threshold;

provision, based on the detecting, an additional set of
resources for the virtual environment, in addition to
the amount of resources that are provisioned based
on the received set of parameters;

charge a first monetary amount, based on a first rate, for
the set of resources provisioned based on the set of
parameters; and

charge a second monetary amount, based on a second
rate that is higher than the first rate, for the additional
set of resources.

15. The virtualization control system of claim 14, wherein
the set of parameters specify at least one of:

an amount of processing resources,

an amount of memory resources, or

an amount of storage resources.

16. The virtualization control system of claim 14, wherein
the amount of resources, in the additional set of resources,
is limited to an amount of resources that is a particular
multiple of the amount of resources that are provisioned
based on the received set of parameters.
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17. The virtualization control system of claim 14, wherein
the amount of resources, in the additional set of resources,
is limited to the greater of:

an amount of resources that is a predetermined multiple of

the amount of resources that are provisioned based on
the received set of parameters, or

an amount of resources, in a pool of resources, that are

available to the virtualization control system.

18. The virtualization control system of claim 14, wherein
executing the plurality of computer-executable instructions
further causes the one or more processor devices to:

determine an amount of resources, in a pool of resources,

that are available to the virtualization control system,
wherein the determining is based on a statistical analy-
sis of past usage of resources, in the pool of resources,
by other virtual environments;

wherein the amount of resources, in the additional set of

resources, is limited to the amount of resources that are
available to the virtualization control system.

19. The virtualization control system of claim 14, wherein
executing the plurality of computer-executable instructions
further causes the one or more processor devices to:

provide a display identitying cost data regarding costs that

will be incurred should additional resources be provi-
sioned for the virtual environment; and

receive, based on providing the display, confirmation to

incur the additional costs,

wherein the additional resources are provisioned further

based on receiving the confirmation to enable burst
usage mode.

20. The virtualization control system of claim 14, wherein
the amount of resources, in the additional set of resources,
is limited to a total amount of resources, in a pool of
resources, that are available to the virtualization control
system.



